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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: Study of certificate management for the Service Based Architecture (SBA) 
 
Acronym: FS_CEMA
Unique identifier: 
{A number to be provided by MCC at the plenary} 
Potential target Release: Rel-17 

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
1
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	X
	

	No
	X
	X
	X
	
	

	Don't know
	
	
	
	
	


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	NA
	
	


3
Justification

Service Based Architecture (SBA) was introduced in Rel-15 and enhanced in Rel-16. According to TS 33.501, authentication and transport security between network functions and other entities in the Service Based Architecture is based on the usage of TLS. 

SA3 currently has specified TLS certificate profiles in TS 33.310, clause 6.1.3a. However, this profile has not been written with network functions inside an operator network in mind. There is ongoing work to specify an SBA specific TLS profile in Rel-16. However, some more complicated aspects need to be considered in Rel-17. There will be several kinds of certificates (TLS certificates between NFs, certificates for token verification, TLS certificates for communication inside NFs), with hierarchies and relations between them. Also, the interaction between different CAs (e.g. by different vendors) in the same network would profit from a guiding specification. 
4
Objective

Study key issues, solutions, evaluations and conclusions for: 
-
Further aspects of SBA-specific TLS profiles, including:


-    Guidance on certificate structure and certificate lifetimes.



-    Guidance on PKI policy suitable for multi-vendor/multi-CA environment. 
The study will build up on the existing work for base stations in clause 9 of TS 33.310.

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR


	TR 33.8xx
	Study of certificate management for the Service Based Architecture (SBA)
	TSG#88 (Jun 2020)
	TSG#89 (Sep 2020)
	Christine Jost, Ericsson     


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	NA
	
	
	


6
Work item Rapporteur(s)
Christine Jost, Ericsson, christine.jost@ericsson.com
7
Work item leadership

SA3 
8
Aspects that involve other WGs
None identified yet. 
9
Supporting Individual Members
	Supporting IM name

	Ericsson

	

	

	

	

	


