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	Reason for change:
	In clause 13.1.2, it defines that: 

“If there are no IPX entities between the SEPPs, TLS shall be used between the SEPPs. If there are IPX entities between SEPPs, PRINS (application layer security on the N32-f interface) shall be used for protection between the SEPPs.” 
According to the above description, which security mechanism is used depends on whether IPX entities are deployed. 
However, in clause 13.5, security capability negotiation procedure is defined.
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The cSEPP sends supported security  mechanism with priority order to pSEPP, the pSEPP will select a security mechanism based on the received security capabilities, its own supported security capabilities and its local policy. And it responds the selected mechanism to the cSEPP. There are following two mechanisms defined in the specification.
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According to the yellow highlighted context, it's not possible to select any other security mechnism even if a new mechanism is introduced in future. And the priority order of the security mechanisms is useless for mechanism selection. 
Furthermore , in clause 4.2.3 of TS29.753, following description is specified:

-    Forwarding of the application layer protected message from a SEPP in one PLMN to a SEPP in another PLMN. Such forwarding may involve IPX providers on path.

-
If IPX providers are on the path from SEPP in PLMN A to SEPP in PLMN B, the forwarding on the N32-f interface may involve the insertion of content modification instructions which the receiving SEPP applies after verifying the integrity of such modification instructions.

It means that when PRINS is used,  there may be no IPX providers. The PRINS can be selected even if there are no IPX providers on the path. This is contradictory to the yellow highlighted context. 
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	Other comments:
	


********** START OF 1st CHANGE **********
13.1
Protection at the network or transport layer
All network functions shall support TLS. Network functions shall support both server-side and client-side certificates. 

The TLS profile shall follow the profile given in  clause 6.2 of TS 33.210 [3] with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540 [47].
TLS shall be used for transport protection within a PLMN unless network security is provided by other means.
NOTE 1: 
Regardless of whether TLS is used or not, NDS/IP as specified in TS 33.210 [3] and TS 33.310 [5] can be used for network layer protection.

NOTE 2:
If interfaces are trusted (e.g. physically protected), it is for the PLMN-operator to decide whether to use cryptographic protection.

To allow for TLS protection between the SEPP and Network Functions within a PLMN, the SEPP shall support TLS wildcard certificate for its domain name and generation of telescopic FQDN based on an FQDN obtained from the received N32-f message. 

A telescopic FQDN is an FQDN with a single label as the first element and the SEPP’s domain as the trailer component. The label uniquely represents the original FQDN.

NOTE 3: The structure of telescopic FQDN is defined in 3GPP TS 23.003 [19], clause 28.5.2.

The SEPP shall generate a telescopic FQDN for the following messages received over N32-f: 
a. Nnrf_NFDiscovery_Get response HTTP message with FQDNs of a set of the discovered NF or NF service instance(s) (cf. TS 29.510). The cSEPP generates a telescopic FQDN for each target Network Function FQDN in the Discovery response, rewrites the original FQDN with the telescopic FQDN and forwards the modified Discovery response to the NRF. 

b. Subscription message with the Callback URI in the payload of the message (cf. TS 29.501). The pSEPP generates a telescopic FQDN from the Callback URI in the Subscription message, rewrites the original FQDN in the callback URI, and forwards the modified Subscription message to the producer Network Function.

c. Nsmf_PDUSession_POST HTTP message from a V-SMF with PduSessionCreateData containing the URI representing the PDU session in the V-SMF (cf. TS 29.502). The pSEPP generates a telescopic FQDN from the Callback URI in the message, rewrites the original FQDN in the callback URI, and forwards the modified message to the target H-SMF.

The following procedure illustrates how SEPPs use telescopic FQDN and wildcard certificate to establish a TLS connection between a Network Function and the SEPP:
1.
When the SEPP receives one of the messages identified in a-c above, it shall rewrite the FQDN from the received message with a telescopic FQDN and forwards the modified HTTP message to the target Network Function inside the PLMN. 

2.
When the Network Function that received the telescopic FQDN in step 1 is ready to communicate with the target Network Function in another PLMN, it uses the telescopic FQDN in the Request URI of the HTTP Request. During TLS setup between the Network Function and the SEPP, the SEPP shall authenticate towards the Network Function using the wildcard certificate.

3. 
When the SEPP receives a HTTP request from the Network Function, the SEPP shall rewrite the telescopic FQDN with the original FQDN by replacing the unique delimiter in the label with the period character and removing its own suffix part.
If there are no IPX entities between the SEPPs and the TLS is supported, TLS should be used between the SEPPs. If there are IPX entities between SEPPs and the PRINS is suppored by SEPPs, PRINS (application layer security on the N32-f interface) should be used for protection between the SEPPs. PRINS is specified in clause 5.9.3 (requirements) and clause 13.2 (procedures).
If PRINS is used on the N32-f interface, one of the following additional transport protection methods should be applied between SEPP and IPX provider for confidentiality and integrity protection: 

-
NDS/IP as specified in TS 33.210 [3] and TS 33.310 [5], or

-
TLS VPN, following the profile given in clause 6.2 of TS 33.210 [3], with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540 [47].
NOTE 1:
Void

NOTE 2:
Void.
********** End OF 1st CHANGE **********
********** START OF 2nd CHANGE **********
13.5
Security capability negotiation between SEPPs

The security capability negotiation allows the SEPPs to negotiate which security mechanism to use for protecting NF service related signalling over N32. There shall be an agreed security mechanism between a pair of SEPPs before conveying NF service related signalling over N32.

When a SEPP notices that it does not have an agreed security mechanism for N32 protection with a peer SEPP or if the security capabilities of the SEPP have been updated, the SEPP shall perform security capability negotiation with the peer SEPP in order to determine, which security mechanism to use for protecting NF service related signalling over N32. Certificate based authentication shall follow the profiles given in 3GPP TS 33.210 [3], clause 6.2. 

A mutually authenticated TLS connection as defined in clause 13.1 shall be used for protecting security capability negotiation over N32. The TLS connection shall provide integrity, confidentiality and replay protection.
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Figure 13.5-1 Security capability negotiation
1.
The SEPP which initiated the TLS connection shall send a Registration Request message to the responding SEPP including the initiating SEPP’s supported security mechanisms for protecting the NF service related signalling over N32 (see table Table 13.5-1). The security mechanisms shall be ordered in the initiating SEPP’s priority order.  

2.
The responding SEPP shall compare the received security capabilities to its own supported security capabilities and selects, based on its local policy (e.g. whether the IPX providers is on path between SEPPs), a security mechanism, which is supported by both initiating SEPP and responding SEPP. 

3.
The responding SEPP shall send a Registration Response message to initiating SEPP including selected security mechanism for protecting the NF service related signalling over N32. 

Editor’s Note: The exact message names are FFS.

Table 13.5-1: NF service related signalling traffic protection mechanisms over N32
	N32 protection mechanism
	Description

	Mechanism 1
	PRINS (described in clause 13.2) 

	Mechanism 2
	TLS

	Mechanism n
	Reserved


If the selected security mechanism is PRINS the SEPPs shall behave as specified in clause 13.2.
If the selected security mechanism is TLS the SEPPs shall forward the NF service related signalling over N32 using the existing TLS connection as specified in clause 13.1. 

If the selected security mechanism is a mechanism other than the ones specified in Table 13.5-1, the two SEPPs shall terminate the TLS connection.
********** End OF 2nd CHANGE **********
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