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1
Decision/action requested

This contribution analyse the necessarity for 5G SCAS enhancements based on 5G R16 network functions and procedures.
2
References

3
Discussion
The 5G R16 work is approaching completion. New network functions and/or additional functionalities and interfaces are being introduced to support vertical services, additional implementations on dedicated platforms, as well as additional deployment scenarios, e.g. CIOT, URLLC, Vertical LAN, eV2X, eNS, eSBA etc. SA3 should expand the R15 SCAS work with taking into the R16 features consideration. This work is also expected to expedite the SCAS work on the entire portfolio of 3GPP network product classes for R16 network. 
Observation 1: The existing 5G SCAS documents only contains the 5G R15 network functions related requirements and corresponding testcases, in order to cover the number of R16 security features, the corresponding identification on new threats, assets, functional requirements and test cases shall be considered and involved. 
Apart from new interfaces and procedures introduced in 5G R16 work items, it’s possible that some new network functions, e.g. N3IWF should be taken into account for the specific security assurance work as what we did for the existing R15 network functions, e.g. gNB, AMF. However, there should be sufficient analysis on the necessarity if the separate SCAS document is needed. 
Observation 2: If the new 5G network functions deserves a separate security assurance course after detailed analysis, then an independent specification shall be created for this new 5G network function.
Besides the requirements derived from the 5G R16 network deployment scenarios and procedures, there is a need to improve the test cases of SCAS its own. Currently, the SCAS covers only basic vulnerability test, e.g. port scanning, fuzz test. However, penetration test is also a very common test method which is used for security features evaluation. To improve the strength of the 5G SCAS for R16 network, penetration test will be extremely valuable and shall be captured, for promoting the product security capabilities.
Observation 3: To improve the strength of the 5G SCAS for R16 network features, penetration test shall be included as one of the important vulnerability test case.
The last point is for the 5G SCAS practice. If problems identified during the practice when performing the test, these problems shall be fixed or resolved in this release. 
Observation 4: Corrections of identified problems from practice work of 5G SCAS shall be considered and improved for the current 5G SCAS documents. 
4
Detailed Proposal
It is proposed to initiate a new WID for 5G SCAS enhancement. The WID shall cover the four observations described above. 
