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1
Decision/action requested

This contribution discusses the risk of slice requirements of slice separation. SA3 is kindly requested to endorse the proposal in this contribution.
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Rationale

SA2 #136ah meeting had discussed the issue with AMF reallocation. No consensus was achieved as SA2 lacks understanding on the risks and requirements of slice separation, and the proposed solutions present non-trivial drawbacks, even security issues. A LS [1] from SA2 was sent to SA3 requesting the following actions:
ACTION 1:
"clarify the scenarios and security impacts of network slice isolation including the security risks of supporting N14 between network slices, and provide their conclusions to SA2".

ACTION 2:
"provide feedback as to whether infringement of NSSAI privacy settings during the registration procedure at the benefit of directly accessing an Isolated Network slice is acceptable".
This discussion paper
· presents the security risks introduced by supporting N14 between network slices requiring separation, and proposes security requirements for slice separation; and
· discusses the impact of infringement of NSSAI privacy settings during the registration procedure, and proposes to not accept the privacy infringement.
4
Discussion    
4.1 Discussion on supporting N14 between slices
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Figure 1. Slice separation with N14 connectivity
Figure 1 shows an example of two network slices served by different AMFs with N14 connectivity. Risks and shortcomings of supporting N14 between two slices are analysed as follows.
1． Supporting 14 between two slices mandates stringent deployment where all the AMFs in different slices in a PLMN shall be connected. However, this does not align with the slice isolation requirement defined by GST. A slice parameter 'isolation level' is defined by GST to describe that a network slice instance may be fully or partly, logically and/or physically, isolated from another network slice instance (e.g. Physical, Process and threads isolation, Physical memory isolation, Physical network isolation, Logical, Virtual resources isolation, Network functions isolation, Tenant/Service Isolation) [2].  The SA2 Rel-17 study on slicing mainly studies how to support various slice parameters defined by GST. Moreover, operators may also desire the deployment which do not mandate N14 connectivity between any two slices, for one thing such deployment is more flexible, and for another slice separation without N14 connectivity may be required by the slice users of the operator networks. For example, the slices exclusively for policy, military groups, and etc.
2． Mandating N14 connectivity between two separate slices may introduce increased security risks. 
a) Consider the example shows in Figure 1. UE2 accesses only Slice2, not Slice1. A compromised AMF1 serving Slice1 can still obtain the security context of UE2 using context request procedure. AMF1 initiates the context request toward AMF2 and including in the request a registration request message from UE2 which can be obtained by eavesdropping. Even though UE2 do not access Slice1, with N14 between the two slices, and the security context of UE2 can still be leaked to Slice1. If AMF2 does not perform horizontal derivation before sending UE2’s security context to AMF1, AMF1 is able to use the received security context and decipher the historical traffic of UE2. 
b) Consider another case where UE1 switches from AMF1 to AMF2, and AMF1 transfers the security context of UE1 AMF2. If AMF2 uses the received security context to protect the traffic, AMF1 can also decipher the UE1 traffic in Slice2, hence violating backward secrecy. 
c) N14 connectivity between two separated slices fails to provide compromise containment. If one AMF is compromised, because it can obtain UE security context from the other AMF, the traffic in the other slice can also be compromised. If no N14 connectivity between two separated slices, the compromise of one slice does not affect the other.
3． N14 connectivity between two separated slices cannot enforce the ‘need-to-know’ security principle. Government and other organizations (e.g. military groups) usually apply the ‘need-to-know’ security principle for restricting access to sensitive data.  Consider the above example of two slices in Figure 1. Supposes slice 1 is for government use and slice 2 for gaming. A government official may use its UE1 to access slice 1 for work at working hours, and use the same UE1 to access slice 2 for entertainment after work. When the UE1 switches to slice1 from slice2, AMF2 can retrieve from AMF1 the UE security context used in slice1 via N14. If AMF1 does not perform horizontal derivation on the security context, AMF2 can use the received security context to decipher the historical communication contents in slice1 which are considered sensitive. The sensitive contents are unnecessarily exposed to AMF2, and the ‘need-to-know’ principle is violated.
Observation 1：Mandating to support N14 connectivity between any two slices may not be realistic, cannot cater to the needs of slice users requiring strong slice separation, and may pose increased security risk. For slices in need of strong separation, no N14 connectivity between them are desired. 
4.2 Discussion on the infringement of S-NSSAI privacy
The incoming SA2 LS [1] analysed one solution for solving the registration failure issue with AMF reallocation, which proposed to reject the UE Registration request while still providing the Allowed NSSAI, and ask the UE to re-register, overriding for this re-registration the privacy setting for the NSSAI (i.e. the UE shall send the NSSAI in Access Stratum independently of the setting of the Access Stratum Connection Establishment NSSAI Inclusion Mode) and using the SUCI.  It is pointed in the LS that this solution infringes S-NSSAI privacy. SA2 requests SA3 to provide feedback on whether the infringement of S-NSSAI in registration procedure is acceptable. 
SA3 has determined S-NSSAI may contain sensitive information and has designed security mechanisms, such as Initial NAS Protection. Therefore infringement of S-NSSAI privacy shall NOT be acceptable. 
With this solution all the S-NSSAIs of a UE in a PLMN can be exposed to attackers, as long as UE requested them. Attackers only need to keep monitoring UE’s registrations. It becomes pointless to protect S-NSSAIs after registration.
Observation 2：Infringement of S-NSSAI privacy is not acceptable. The infringement in registration procedure can lead to exposure of all S-NSSAIs. 

5
Detailed proposal

This contribution proposes to endorse that

· For two slices requiring strong separation, N14 connectivity between them shall not be allowed.
· S-NSSAI privacy infringement shall be avoided. 
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