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1
Decision/action requested

This document proposes ways to delete invalidate authentication results to facilitate CT4 in their implementation. .
2
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3
Discussion
SA3 has sent CT4 the LS [1] in #97 meeting requesting CT4 to delete invalid authentication results:
“SA3 identifies that the authentication result in UDM will become invalid when:

-
the UE deregisters from the network; or

-
in the registration procedure the NAS SMC fails following the authentication.

The invalid authentication result shall be removed in these scenarios, otherwise, certain types of fraudulent attacks may not be prevented.

  Therefore, SA3 kindly asks CT4 to take this information into account and remove the authentication result stored in the UDM in the above scenarios.”

In the LS out to CT4, the procedure to delete authentication results are missing, which may cause difficulty for CT4 to perform the implementation. Also, authentication results are security related information, and the procedure for the deletion shall have legitimacy in the sense of security, which cannot be determined by CT4. Therefore, this discussion paper analyzes potential options to delete authentication results and proposes the right one.   
3.1 Options for the authentication result removal
There may be two options for the authentication result removal. Their pros and cons are analyzed below.

Option 1: AMF(UDM

In Option 1, AMF requests UDM to remove the AuthEvent (i.e. authentication result).

- In scenario of the UE deregistering from the network:
The AMF may request UDM directly for authentication result removal by sending the deregistration request to the UDM. However, it’s not reasonable for that
· It was AUSF which stores the AuthEvent (i.e. authentication result) in the UDM in the first place. In the storage, AuthEvent is associated with AUSF instance ID, as specified in CT4 spec. It shall be AUSF to delete it. Otherwise, any AMF can initiate to delete the AuthEvent. This creates potential fraudulent attacks.
-
In scenario of the NAS SMC failure following successful authentication in the registration procedure:
Since the AMF has not even registered into the UDM, the UDM has no information about the AMF. If the AMF requests to remove the AuthEvent by sending the deregistration request, the UDM may discard it. Alternatively, AMF could trigger to remove the AuthEvent in the UDM by using a new service (to be defined). In this case, the same fraudulent attacks apply, in which any AMF can delete the AuthEvent stored by AUSF, as explain in the above scenario.
Option 2: AMF(AUSF(UDM

In Option 2, AMF informs AUSF to remove the authentication result, and AUSF requests UDM to remove the authentication result.

-
In scenario of the UE deregistering from the network 

New service or reuse of the existing service of AUSF may be defined, allowing AMF to inform AUSF to remove the authentication result. New service or reuse of the existing service for the UDM also needs to be defined, which can be invoked by AUSF to inform UDM to remove the authentication result. Since it is AUSF which stores the AuthEvent in the first place, it makes sense that AUSF shall request to delete the authentication result in UDM

-
In scenario of the NAS SMC following successful authentication in the registration procedure

The solution in the above scenario applies. The same solution serves to solve both scenarios.  
Based on the above discussion, Option 2 is the better choice for the authentication result removal.
Additionally, in order to avoid new service definition, it is preferred to reuse the Nausf_UEAuthentication_authenticate service to inform the AUSF to remove the authentication result, and to reuse the Nudm_UEAuthentication_ResultConfirmation service to inform the UDM to remove the authentication result.
Propose 1: Option 2 shall be used for the authentication result removal.

Propose 2: Reuse the Nausf_UEAuthentication_authenticate service to inform the AUSF to remove the authentication result, and reuse the Nudm_UEAuthentication_ResultConfirmation service to inform the UDM to remove the authentication result.
Propose 3: Send a LS to CT4 for providing enough information to implement the removal of authentication results.
4
Detailed proposal

It is requested to endorse Proposal 1 and 2.
It is requested to send a LS to CT for implementing the removal of authentication results.
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