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1
Decision/action requested

It is proposed to approve this contribution to add the Group Key Management aspects in TS 33.434.
2
References

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.434: “Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows”.

3
Rationale

TS 23.434 [2] defines procedure for Group management, group creation, group membership management. It is necessary to define which keys are used for the group communication in Vertical domain, how the keys are generated and distributed.
4
Detailed proposal

******Start of Change******
6.X
Key management for group communications (GMK) 

6.X.1
General
For a secure group management, a Group Master Key (GMK) and associated identifier (GMK-ID) is distributed to VAL UEs by a SEAL Group Management Server (SGM-S). The GMK is distributed encrypted specifically to a user and signed using an identity representing the Group Management Server. Prior to group key distribution, each VAL UE within the group shall be provisioned by the SEAL Key Management Server (SKM-S) with time-limited key material associated with the VAL user. The SGM-S shall also be provisioned by the SKM-S with key material for the GMS's identity (the GMS Server URI).
The GMK is distributed from the GMS to a VAL client using the security mechanism described in clause 6.x.x. GMKs may be managed individually per Group ID or the same GMK may be assigned to multiple VAL Group IDs. This means that each specified VAL Group ID in the MIKEY-SAKKE payload shall use this GMK for group communications. 

A VAL client may have multiple active GMKs associated with a VAL Group ID. When this occurs, the VAL client shall use the active GMK with the most recent Activation Time when encrypting group media.

The initiating entity shall be the initiating GMS. The initiating entity URI shall be the URI of the GMS. The receiving entity shall be the terminating VAL user. The receiving entity URI shall be the VAL service ID of the terminating user.  The distributed key, K, shall be the GMK, the key identifier K-ID shall be the GMK-ID and the end-point-specific keys is based on the particular service of interest (i.e., Group management, configuration management etc.).

6.X.2
Security procedures for GMK provisioning
This procedure uses a MIKEY-SAKKE payload to distribute a GMK from the GMS to the VAL UEs within the group. The payload is transported as part of the 'Notify group configuration request' message defined in clause 10.3.2.24 of 3GPP TS 23.434 [1].
Figure 6.X.2-1 shows the security procedures for creating a security association for a group.
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Figure 6.X.2-1: Security configuration for groups

A description of the procedures depicted in figure 6.X.2-1 follows:

0)
Prior to beginning this procedure the VAL client shall be provisioned with identity-specific key material by a SEAL KMS. The GMS shall also be securely provisioned with identity-specific key material for the GMS's Server URI.

1)
The GMS shall send a MIKEY-SAKKE payload to VAL clients within the group within a 'Notify group configuration request' message. The message shall encapsulate a GMK for the group. The payload shall be encrypted to the user identity (VAL service user ID) associated to the VAL client and shall be signed by the GMS. The message shall also provide the GUK-ID. Parameters associated with the GMK shall be encrypted using the GMK, and sent in the MIKEY-SAKKE payload together with the encapsulated GMK.

2)
On receipt of a MIKEY-SAKKE I_MESSAGE message, the VAL client shall check the signature on the payload, extract the GMK, GMK-ID, end-point-specific key and check that the GMK-ID is not a duplicate for an existing GMK. The VAL client shall also extract the group identity, activation time and text from the encapsulated associated parameters in the payload using the GMK, and check that decryption is successful. The VAL client shall lookup the VAL Group ID in its user profile data and verify that the GMS identity corresponds with the Server URI for that VAL Group ID. Should any of these checks fail, an error shall be returned to the GMS. Upon successful receipt and processing, the VAL UE shall store the GMK, GMK-ID, end-point-specific key and associated parameters, and respond to the GMS with a 'Notify group configuration response' message.

6.X.3
Group member GMK management 

In some situations, the membership of a group may be modified such as a VAL user may be added to or removed from a VAL group.  Users are alerted to these changes by a user profile update from the Configuration Management Server for which they are subscribed.  The updated user configuration profile indicates the VAL group ID to which the group membership change is associated.

When users are added to a new or existing group they may be implicitly affiliated to that group in which case the user is automatically subscribed to group configuration updates from the GMS.  The user shall be authorised for group management services to the GMS before the GMS provides the associated group management records and the GMK.  Once the user is authorised, the GMS sends the group management record as well as the GMK to the UE.  The user may join in on the group communication immediately after receiving the group update and GMK.

When the user configuration record indicates the user has been added to a new or existing group but is required to explicitly affiliate to the group, the user shall be authorised for group management services to the GMS followed by a subscription to group updates from the GMS.  The user shall be authorised for group management services and the subscription shall be validated before the GMS provides group management records and the GMK.  Once the user is authorised and the subscription processed by the GMS, the GMS sends the group management record and the GMK to the UE.  The user may then join in on the group communication immediately after receiving the group update and GMK.

When a user is removed from a group, the UE receives a user profile update from the CMS indicating that the user is no longer a member of the specified VAL group ID(s).  Upon receiving the user profile update, ending of any group communication(s) associated with that group, and if the GMK associated with the VAL group ID is not associated with another group that the user remains a member, the UE shall immediately and securely delete the GMK associated with that VAL group ID.  

When a user is removed from the group, the Group Management Server may choose to update the GMK associated with the VAL group ID (depending on the security profile of the group).
******End of Change******
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