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1
Decision/action requested

Endorse the proposal on the role of AUSF in slice-specific authentication.
2
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3
Rationale

3.1 
Background

SA3 sent SA2 LS and asked the reasons why AUSF is involved in the SA2’s slice-specific authentication procedure [1]. SA2 has provided the following reasons [2]:

· AUSF acts as a contact point for AMF within the HPLMN using SBA services 
· AUSF translates SBA services to native AAA protocols towards the AAA-S/AAA-P
· AUSF as an anchor since AMF for Re-authentication may be different from the one for initial authentication
SA2 also asks SA3 whether AUSF role is acceptable from a security architecture perspective.
3.2 
Analysis and observations 

3.2.1 
Security architecture 
AUSF is defined by SA3 as the Authentication Server Function. AUSF is critical in performing UE authentication. In 5G-AKA, it receives and keeps Authentication Vector from ARPF. In EAP-AKA’, AUSF takes the role of the backend authentication server. Because of the important role of AUSF in Authentication and accessible to highly sensitive authentication data, it is located deep inside the core network and supposed to be one of the most securely protected NF. The location of AUSF can be illustrated by the left figure below (in the most inner circle) that is published in 3GPP website by SA3 leadership. It can also be illustrated by the right figure (key hierarchy where AUSF keys are used to derive most of other keys (from Kseaf and below) used in the 5G systems. 
[image: image1.emf]K

AMF

K

NASenc

K

NASint

K

RRCint

K

RRCenc

K

UPint

K

UPenc

AMF

K

N3IWF

K

gNB,

 NH

N3IWF gNB

SEAF

AUSF ME

ME

ME

ME

ME

UE side Network side

K

5G AKA EAP-AKA'

USIM

ME

UDM/ARPF

UDM/ARPF

CK, IK

K

AUSF

K

SEAF

CK', IK'

K

AUSF

HPLMN

Serving

Network


[image: image2.emf]K

AMF

K

NASenc

K

NASint

K

RRCint

K

RRCenc

K

UPint

K

UPenc

AMF

K

N3IWF

K

gNB,

 NH

N3IWF gNB

SEAF

AUSF ME

ME

ME

ME

ME

UE side Network side

K

5G AKA EAP-AKA'

USIM

ME

UDM/ARPF

UDM/ARPF

CK, IK

K

AUSF

K

SEAF

CK', IK'

K

AUSF

HPLMN

Serving

Network


On the other hand, the role of the AUSF planned in SA2 is an agent/proxy/mediator between HPLMN and AAA server, which could be located in a third party entity. 
In other words, the loation of AUSF in SA2’s perspective is closer to the edge of the PLMN, which is contradictory to the initial definition and the security architecture in SA3. 
3.2.2 
Security functionalities 
As described above, the role of AUSF is to perform critical UE authentication in 5G systems. AUSF is in contact with and also generating highly sensitive security data (e.g. authentication verctors, key materials etc). 

On the other hand, the role of the AUSF as planned in SA2 is either a routing proxy or a protocol translator, which is not handling signalling/data as sensitive as that in SA3’s role. 

To house these two types of functionalities/roles under one roof, srong isolation is expected between the two modules. It defeats the purpose of having them together in one NF.  
4
Detailed proposal

It is proposed to endorse the following proposals: 

· P1: AUSF shall NOT be involved in the slice-specific authentication procedure 
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Figure 1 Trust model of non-roaming scenario
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