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1. 
Introduction
To protect against UE linkability and trackability attacks in (e)V2X, UE changes and randomizes its source Layer-2 ID and source IP address (if used) when V2X application indicates a change in Application Layer ID. According to TS 23.287 Clause 5.2.1.5, the source IP address is allocated as follows:
1. 
For Unicast, IPv6 Stateless Address auto configuration is used for IPv6 prefix assignment or UE forms IPv6 link-local address locally.

2. 
For broadcast or groupcast, UE configures the link-local IPv6 address.

In both cases, the IP address allocation scheme follows that of RFC 4862, which also states that the link-local IP address is formed by appending an “identifier” of the interface to a well-known link-local prefix. “Well-know” link-local prefix as defined in RFC 4291 is assigned by IANA. In either case, while the “identifier” that is to be appended may be randomized by the UE easily, but the link-local prefix may not be entirely “random” and therefore the entire source IP address in only partially randomized.   Whether using a well-known link-local prefix in eV2X makes UE more likely to be linked or tracked needs further study, but it would be much easier to extend the source IP randomization requirement to include the prefix as well. 
. 
2. 
Conclusion and Proposal
It is proposed to modify TS 33.536 Clause 5.4.3.2 as follows (addition highlighted in yellow):
“The UE shall change and randomize its source Layer-2 ID and source IP address including IP prefix (if used) when V2X application indicates that the Application Layer ID has changed. The UE may change and randomize its source Layer-2 ID and source IP address including IP prefix (if used) at other times (e.g. see clause 5.6.1.1 in TS 23.287 [2]). The UE shall provide an indication to the V2X application layer whenever the source Layer-2 ID and/or source IP address are changed.”
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