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1
Decision/action requested

SA3 is kindly requested to endorse the recommendation as in section 4.
2
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3
Rationale

PLEASE NOTE: This discussion paper uses direct communication between the client, i.e., cNF, and the authorization server, i.e., NRF; and between the client, i.e., cNF, and the resource owner, i.e., pNF as an example for justification. The same concept is applicable to both direct and Indirect communication scenarios..
According to OAuth 2.0 framework [2], the authorization server performs the following tasks for ensuring that the authorization framework utilizing an access token mechanism works securely for the use case of authorizing a client to a third part service.

1. The authorization server, i.e., NRF in 3GPP 5G architecture, shall authenticate the client. RFC 6749 left it open to which authentication mechanism is to be used.
2. The client shall have registered with the authorization server.

3. The authorization server should have issued an identification to the client after successful registration. e.g., NF-ID.
4. When the client sends an authorization request, the NRF validates that the client ID is the same as the registered client ID, i.e., NF-ID.

5. After validation of the client registered and authenticated ID, the NRF issues the client an access token to present to the resource owner for validation and granting the service.

6. The NRF include the client authenticated ID in the access token, i.e., NF-ID. 3GPP has agreed on NF Instance ID in the form of 128 bit uuid encoded as a hex string.
Since 3GPP 5G architecture, does not specify nor require the resource owner, e.g., the pNF, to fetch the client registered and authorized ID from the authorization server, SA3 shall define a secure mechanism that allows the pNF to validate the cNF authorized identity while at the same time meets the 3GPP architecture decision mentioned above. 

Recommendation No. 1:

SA3 shall define the details of a secure mechanism which allows the resource owner, i.e., the pNF, to validate that the client presenting the access token is the owner of the authorized client ID that is included in the access token issued by the NRF.

Recommendation No. 2:

SA3 shall endorse the following security requirement:

The producer NF shall validate the ownership of the access token before offering the requested service.
3.1
Example Mechanism:
The authorized client ID shall be included in the client certificate where both the client (cNF), the authorization server (NRF), and the resource owner (pCF) trust the CA which signed the client certificate. A simple mechanism for this can be described as follows:

1. When the authorization server authenticates the cNF using mTLS, the NRF validates the cNF ID, e.g., NF Instance ID or NF service instance ID, that is included and protected inside the cNF certificate.
2. NRF includes the cNF authorized ID in the subject of the access token issued to the client, e.g., cNF Instance ID.
3. When cNF sends a service request to the resource owner, i.e., pNF, the pNF perform the following:

a. Authenticate the cNF using mTLS and the cNF client certificate.

b. After the cNF is being authenticated by the pNF, the pNF validate the access token as follows:

i. The pNF validate the NRF signature of the access token using the NRF public key.

ii. The pNF validates the access token is not expired and still valid.

iii. The pNF validate that the authorized ID in the access token is included in the cNF certificate and protected by the CA signature used for authentication via mTLS.

iv. If all successful, the pNF considers the cNF authorized and proceed to provide it the requested service.

4
Detailed proposal

SA3 is kindly requested to endorse the following recommendation and proposed security requirement:
1. SA3 shall define the details of a secure mechanism which allows the resource owner, i.e., the pNF, to validate that the client presenting the access token is the owner of the authorized client ID that is included in the access token issued by the NRF.

2. The producer NF shall validate the ownership of the access token before offering the requested service. This means the pNF shall validate that the cNF requesting the service is the same client which was issued the presented access token by the NRF.

3. Endorse the proposed Example mechanism as a way forward for achieving access token ownership validation.

4. SA3 shall review and approve the companion CRs:

a. S3-200405 “Validation of Access Token ownership”
b. S3-200411 “Clarification on Token Based Authorization”
