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1
Decision/action requested

This contribution proposes a conclusion to the open issue of the policy for NR PC5 unicast connections
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3
Rationale

One open issue is the exact security policy that is provided to the UEs for the NR PC5 unicast connection. When defining security, there seem to be three main issues that need to be addressed; firstly whether the V2X service can work without any security, for example to enable emergency type services, secondly a regulatory control over the use of encryption and thirdly some flexibility to allow an evolution of security policy as not all the UEs will be updated immediately. To enable all these three cases, the following security policy is proposed.  

The proposed security policy is as follows:
· Signalling integrity protection: ON/OFF

· Signalling confidentiality protection: ON/PREFERRED/OFF

· User plane integrity protection: ON/PREFERRED/OFF

· User plane confidentiality protection: ON/PREFERRED/OFF
The signalling integrity protection security policy being OFF means that the UE may accept the connection with no security but may try to establish security anyway. With the integrity protection security policy set to ON, the UE may only accept the connection if a non-NULL integrity algorithm is used for protection of the signalling traffic.

For the other cases, a setting of OFF means that the UE shall only use NULL confidentiality algorithm for that traffic or apply no integrity protection, while a ON setting means that the UE shall use a non-NULL algorithm. If the security policy is PREFERRED, then the UE may accept any algorithm for that particular protection. One use of PREFERRED is to enable a security policy to be changed without updating all UEs at once. 

The security policy is provisioned to the UE using the method specified by SA2.  
The signalling security policy is handled as follows: 
At initial connection, the UE include its signalling security policy in the Direct Communication Request message. The UE(s) responding to this take account of this when choosing the algorithms in the Direct Security Mode Command message. The initiating UE can reject the Direct Security Mode Command if the algorithm choice does not match its policy.

When adding a V2X service to an existing connection, the UE responding to the request shall reject the request if signalling security in use does not match the policy for the new application.

 Handling the user plane security policy between the UE happens as follows:

At initial connection or adding a V2X service, the initiating UE includes its user plane security policy in the Direct Security Mode Complete or Link Modification request message respectively. The other UE sends its user plane security policy for the V2X service to the initiating UE in the Direct Communication Accept or Link Modification Accept procedure provided the policies are not incompatible, i.e. on UE’s policy ask for confidentiality/integrity to be OFF while the other UE’s policy asks for it to be ON. 

PC5-RRC signalling shall be used to turn the confidentiality and integrity on/off at user plane bearer establishment/modification.

Both UEs shall ensure that user plane for each V2X services is only sent or received (i.e. dropped if on bearer with insufficient security) on user plane bearers with the necessary security.  
4
Detailed proposal

It is proposed to endorse the above as the policy for NR PC5 unicast connections. This solution is included in the pCR in S3-200347.
