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Decision/action requested

Endorse the detailed proposal below.
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Rationale

3.1
How does the UE get IP connectivity across the non-3GPP access network in order to be able to register to 5GC?
This typically requires access authentication to the non-3GPP access network.  

In case of trusted non-3GPP access network, as is being specified in Rel-16, access authentication is part of the 5G registration procedures over the trusted access network. I.e. the non-3GPP access network conveys EAP packets between the UE and TNGF and eventually receives EAP Success and a key from the TNGF which is used to set-up the security over the access link. After this the UE gets IP connectivity through the non-3GPP access network. 
In case of untrusted non-3GPP access network, as is defined for Rel-15, access authentication is out of scope of 3GPP in 5G.  I.e. it is assumed to happen ”in some way” so that the UE gets IP connectivity across the untrusted non-3GPP access network. After getting IP connectivity, the UE can start 5G registration using IKEv2 with the N3IWF. 
Table 1 below illustrates what kind of access authentications are possible.
Table 1. Access authentication alternatives for non-3GPP access networks
	
	Trust relationship

	
	Untrusted
	Trusted

	Access authentication to non-3GPP access network
	3GPP-based
	1) TBD?

	2) Rel-16 Trusted non-3GPP access nw

	
	Out of 3GPP scope
	3) Rel-15 Untrusted non-3GPP access nw
	4) N/A


Cases 2) and 3) were described above. Case 4) is not applicable because 3GPP-based access authentication is inherently part of registration via trusted non-3GPP access network. The remaining question is whether case 1) should be covered in 5G or not?
Consider a case where the UE sees only such non-3GPP access networks which advertise to support trusted connectivity to UE’s home PLMN or PLMNs to which the UE could roam to. However, the UE, by configuration, considers these access networks to be untrusted. (It should be reminded that the trust decision is made by the home network of the UE and it is not a characteristic of the access network.). How does the UE get IP connectivity over the non-3GPP access in such case in order to register to 5GC?
A) 
A possibility is that some of the non-3GPP access networks support also some other access authentication mechanism, i.e. authentication out of scope of 3GPP. e.g. password-based access authentication. 
B) 
Another possibility is that some of the non-3GPP access operators have an agreement with a 3GPP operator (UE’s home operator or roaming partner) to support 3GPP-based access authentication via EPS. 
Using A) would mean manual intervention of the user to type the password on the phone. This would be bad for user experience. 
Using B) would mean that the IMSI is exposed over the non-3GPP access network since the SUCI mechanism is not supported in 4G. This would make the use of SUCI practically useless in the subsequent registration procedure to 5GC. If it further happens so that using untrusted non-3GPP access will be dominant compared to using trusted non-3GPP access in 5G (as is the case for 4G), the privacy problem will become even more evident. 
If neither A) nor B) is available, the UE cannot get IP connectivity and therefore cannot register to the 5GC at all. To avoid this to happen, some operators might apply A) and/or B) which are not optimal due to reasons described above. 
Proposal 1: To allow connectivity of UEs to 5GC in as many cases as possible and to protect users’ privacy and smooth user experience it is proposed that 3GPP-based access authentication should be supported for accessing 5GC via untrusted non-3GPP access networks in such cases where there is co-operation between non-3GPP access network operator and 3GPP network operator (i.e. where the non-3GPP access network supports “trusted connectivity” to a PLMN). 
Then the table 1 presented above would be updated as follows to become table 2. 

Table 2. Access authentication alternatives for non-3GPP access networks
	
	Trust relationship considered by the HN of the UE

	
	Untrusted
	Trusted

	Access authentication to non-3GPP access network
	3GPP-based
	1) Applicable when the non-3GPP access nw co-operates with a PLMN

	2) Rel-16 Trusted non-3GPP access nw

	
	Out of 3GPP scope
	3) Rel-15 Untrusted non-3GPP access nw
	4) N/A


3.2
How do UE, SN and HN get the same understanding if a non-3GPP access network is trusted or untrusted?
In order to use 3GPP-based access authentication for both cases when the non-3GPP access is considered trusted or untrusted by the home network of the UE, the UE, serving network (SN) and home network (HN) need to agree which registration procedure (i.e. registration procedure for trusted or untrusted access network) is to be performed. 

In 4G it is the home network of the UE who decides if a non-3GPP access network is trusted or untrusted. The same principle has also been agreed to be used in 5G (see living draft CR [6]). This is also inline with the principle of increased home network control of the UE, e.g. regarding authentication. 

How and when is trust relationship indicated to the UE?
In 4G system the trust relationship may be configured in the UE or the UE may receive a trust indication during 3GPP-based access authentication within EAP-AKA’. If neither of these is available in the UE, the UE shall consider the non-3GPP access network as untrusted. 

5G has unified authentication architecture which means that either EAP-AKA’ or 5G-AKA can be used over any access type based on the home network’s decision. This means that when 5G-AKA is used the trust indication cannot be sent (since it is sent within EAP-AKA’) . Therefore, a mechanism would be needed which can be used with both authentication mechanisms. Furthermore, primary authentication is not always performed when a UE accesses the 5GC via a non-3GPP access network since there could be a NAS security context if the UE is registered to the same AMF via 3GPP access. Since the trust indication needs to come from the HPLMN, one possibility is to send it using the UE Parameter Update (UPU) mechanism after primary authentication has been performed and KAUSF is available for protecting the UPU message. Such a mechanism was proposed in S3-194287.
In 5G the partnerships between non-3GPP access network operators and 3GPP network operators can be assumed to be diverse and dynamic in nature. Consequently, trust relationships may also change quickly and therefore it would be desirable that the latest trust relationship information from the HPLMN is used when a UE is accessing 5GC via a non-3GPP access network. 
Proposal 2: To allow for the UE, SN and HN to have the same information of the trust relationship of the non-3GPP access network, it is proposed that a trust indication is sent from the HN to the UE when the UE is registering to the 5GC via a non-3GPP access network. . 

Proposal 3: Combining proposals 1 and 2, it is proposed to agree on the following solution: 

-
If a UE sees a non-3GPP access network which advertises ”trusted connectivity” to UE’s HPLMN (or roaming PLMN), the UE starts registration procedures for trusted non-3GPP access networks regardless if it considers the non-3GPP access network as trusted or untrusted. 
-
After authenticating the UE (i.e. by successfully verifying an integrity protected Registration Request message or performing a primary authentication procedure), the SN contacts HN and HN decides if the non-3GPP access network is considered trusted or untrusted. A protected trust indication is sent from HN to SN, and then to the UE via NAS SMC. NAS SMC is completed and NAS security is established, WLAN security is set-up (if required), IP address is allocated to the UE.
-
In case the trust indication indicated trusted non-3GPP access network, the registration procedure continues as is defined today. 
-
In case the trust indication indicated untrusted non-3GPP access network, the registration is performed via N3IWF: the UE sends a new registration request via N3IWF using procedures for untrusted non-3GPP access network over IKE as defined today with the modification that NAS security context from previous phase is used to protect the registration request and no new primary authentication is needed over the untrusted non-3GPP access. 

Dynamic trust indication basically is not needed in case 3) of table 2 for security purposes since by performing the procedure for untrusted access the UE is on the safe side security-wise. Secondly, at the time when it would be possible to send the trust indication to the UE, the UE has already performed much of the procedure for setting up the encrypted IPsec tunnel with the N3IWF and moving to use procedures for trusted access would be waste of resources.  Thirdly, if the non-3GPP access network was anyway considered a trusted one, it should have advertised ”trusted connectivity” to UE’s HPLMN (or roaming PLMN) and case 1) in table 2 should then apply. Last but not least, such indication would not be backwards compatible with Rel-15. 
4
Detailed proposal

It is proposed to endorse proposals above and approve the pCR in S3-200330 to be included in the “living draft CR for 5WWC”.
