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1
Decision/action requested

It is proposed to approve this contribution.
2
References

NA
3
Rationale
Delete a part of Editor’s Note by adding details on when Key identifier is generated.
4
Detailed proposal

***
BEGIN CHANGES
***

6
AKMA Procedures
6.1
Deriving AKMA key during UE registration

There is no separate authentication of the UE to support AKMA functionality. Instead, it reuses the 5G primary authentication procedure executed during the UE Registration to authenticate the UE. A successful 5G primary authentication results in KAUSF being stored at the AUSF and the UE.
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Figure 6.1-1 Deriving AKMA root key during UE registration

The UE and the AUSF shall generate the AKMA Anchor Key (KAKMA) and the associated key Identifier from KAUSF as part of the UE Registration procedure.

The KAKMA key identifier identifies the KAKMA key of the UE from which other AKMA keys are derived.
Editor’s Note: Derivation of KAKMA is FFS.
Editor’s Note: Format and derivation of KAKMA key identifier and its association with UE identifier is FFS. 
Since AKMA keys are based on KAUSF from primary authentication run, the AKMA keys can only be refreshed by running a fresh primary authentication. 
The AKMA key identifier is used to identify the AKMA Anchor Key (KAKMA) and the UE. It shall be derived at the same time when KAKMA is generated at both UE side and at the AUSF side. The key identifier shall be stored at the AUSF together with the KAKMA after being derived. 
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