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Decision/action requested

This discussion paper aims at explaining the CAG ID, and its usage, and proposes to keep it as it is
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Rationale

In the last SA2 #136-AH meeting, as illustrated in S2-2001616 [5] SA2 conditionally agreed (pending confirmation from CT1) the CRs S2-2001614 [4] / S2-2001615 [5] clarifying that the UE does not send the CAG ID to the network, and the NG-RAN provides the list of supported CAG IDs to the AMF. The AMF uses the list of CAG IDs from the NG-RAN and the Allowed CAG list from the UE subscription (part of Mobility Restrictions) as to perform access control.

Hence, the status is conditionally approved in SA2.

In this contribution, we would like to explain that CAG ID sent by UE is necessary from the security point of view.

3.1 Advantage to keep the CAG ID sent from the UE

Clause 5.30.3 in TS 23.501 [1] states the CAG ID usage and its configuration as follows.

“A Closed Access Group identifies a group of subscribers who are permitted to access one or more CAG cells associated to the CAG.

CAG is used for the Public network integrated NPNs to prevent UE(s), which are not allowed to access the NPN via the associated cell(s), from automatically selecting and accessing the associated cell(s).

NOTE 2:
CAG is used for authorization at network/cell selection and configured in the subscription as part of the Mobility Restrictions i.e. independent from any S-NSSAI. CAG is not used as input to AMF selection nor Network Slice selection.”
“-
A CAG is identified by a CAG Identifier which is unique within the scope of a PLMN ID;”

-
A CAG cell may in addition broadcast a human-readable network name per CAG Identifier:
During the CAG access, the CAG cell broadcasts the supported CAG IDs. Furthermore, the CAG cell may in addition broadcast a human-readable network name per CAG Identifier. The UE that wishes to access to the NPN network, can select the CAG ID supported by the CAG cell, and send the selected CAG ID to the NG-RAN. Then, NG-RAN provides the CAG ID to the AMF. At last, the AMF shall verify whether NAS request is allowed or not, based on the CAG ID received from the NG-RAN and the UE's Allowed CAG list retrieved from the UDM.

The benefits for the above procedure are as follows:

1. The UE could clearly inform the specific CAG ID which it would like to access by sending the request CAG ID to the network not only for access control, but also for other purposes (e.g., charging/policy differentiation, resources isolation) in some deployments (e.g., network sharing).

2. The AMF could authorize whether the CAG ID that the UE would like to access, is allowed based on its subscription, or not. In case, the authorization fails, the AMF can reject the NAS request timely.

Therefore, the CAG ID access control authorization in the AMF could be achieved accurately based on the requested CAG ID sending from the UE.
3.2 Disadvantage to remove the CAG ID sent from the UE
In the last SA3 #97 Reno meeting, one pCR [2] was proposed to remove the CAG IDs sent by the UE. In this scenario, the network does not know which CAG ID the UE would like to access. On the other hand, the basic CAG cell access authorization that specified in TS 23.501 [2] clause 5.30.3, will not be applied based on that. 

Assume that:

· Set A: the UE’s allowed CAG lists retrieved from the UDM include the CAG 1and CAG 2; 
· Set B: the NG-RAN supports CAG 1, and CAG 4. 
According to the pCR [2], the AMF will accept the NAS request by verifying whether the intersection between CAG ID lists supported by the NR-RAN and the UE’s allowed CAG lists exists, or not. 
If CAG ID intersection exists between Set A and Set B, the AMF will always accept the NAS request whatever the CAG ID the UE would like to access. For example, the network will accept UE’s access when UE selects the CAG 4 manually which is supposed to be rejected. 
Hence, the specific CAG ID authorization is not available for CAG ID access control.
Based on the discussion in the above, 2 proposals are given.

Proposal 1: The UE shall send CAG ID to the network during the CAG access as an optional options.
Proposal 2: Sending a LS to SA2, RAN2, and CT1 to inform that CAG ID shall be sent from the UE from the security point of view.
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Detailed proposal

It is proposed to endorse the above proposal 1, and send a LS to SA2, RAN2, and CT1. 

