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1
Decision/action requested

This contribution proposes a PC5 key architecture. SA3 is suggested to approve this contribution.
2
References

 [1]
3GPP TR 33.836 Study on Security Aspects of 3GPP support for Advanced V2X Services
3
Rationale

In the last SA3 #97 meeting, conclusion on KI #2 is achieved as follows.
7.7
Conclusion on KI #2

For Key Issue #2 on security for eV2X unicast messages over PC5, solution #3, solution #8, solution #19, solution #12 and solution#16 are chosen as the basis for normative work.

The high layer key will be used to generate the PC5 key. However, which parameter will be used for PC5 key generation is left for normative work.

This contribution proposes the PC5 key hierarchy and the detail key generation function. 

4
Detailed proposal

It is proposed to approve the following change.
***
START OF THE 1st CHANGE
***
5.3.3.X
PC5 key hierarchy
The key hierarchy (see Figure 5.3.3.X-1) includes the following keys: High layer key, KD, KRRCenc, KRRCint, KUPenc, KUPint. 
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Figure 5.3.3.X-1: PC5 Key Hierarchy
High Layer Key is shared key between the initiating UE, and the receiving UE. The High Layer Key provision is out of 3GPP scope of the present document

KD for two UEs:


KD is a session key derived by the two UEs from the High Layer Key.

Keys for PC5-S signalling: 

-
KSint is a key derived by the two UEs from KD, which shall only be used for the protection of PC5-S signalling with a particular integrity algorithm.

-
KSenc is a key derived by the two UEs from KD, which shall only be used for the protection of PC5-S signalling with a particular encryption algorithm. 

Keys for UP traffic: 

-
KUPenc is a key derived by the two UEs from KD, which shall only be used for the protection of UP traffic with a particular encryption algorithm. 

-
KUPint is a key derived by the two UEs from KD, which shall only be used for the protection of UP traffic between the two UEs with a particular integrity algorithm.

Keys for RRC signalling: 

-
KRRCint is a key derived by the two UEs from KD, which shall only be used for the protection of RRC signalling with a particular integrity algorithm.

-
KRRCenc is a key derived by the two UEs from KD, which shall only be used for the protection of RRC signalling with a particular encryption algorithm.

***
END OF THE 1st CHANGE
***
***
START OF THE 2nd CHANGE
***
A.Z
Algorithm key derivation functions

When deriving keys for PC5-S, PC5 RRC, PPC5 UP integrity and NAS encryption algorithms from KD in the AMF and UE or ciphering and integrity keys from KgNB/ KSN in the gNB and UE, the following parameters shall be used to form the string S.

-
FC = 0xYY
-
P0 = algorithm type distinguisher

-
L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)

-
P1 = algorithm identity

-
L1 = length of algorithm identity (i.e. 0x00 0x01)

The algorithm type distinguisher shall be eV2X -PC5S-enc-alg for PC5-S encryption algorithms and eV2X - PC5S -int-alg for NAS integrity protection algorithms. The algorithm type distinguisher shall be eV2X -RRC-enc-alg for RRC encryption algorithms, eV2X -RRC-int-alg for RRC integrity protection algorithms, eV2X -UP-enc-alg for UP encryption algorithms and eV2X -UP-int-alg for UP integrity protection algorithms (see table A.Z-1). The values 0x00 and 0x07 to 0xf0 are reserved for future use, and the values 0xf1 to 0xff are reserved for private use.

Table A.Z-1: Algorithm type distinguishers

	Algorithm distinguisher
	Value

	eV2X-PC5S-enc-alg
	0x01

	eV2X-PC5S-int-alg
	0x02

	eV2X-RRC-enc-alg
	0x03

	eV2X-RRC-int-alg
	0x04

	eV2X-UP-enc-alg
	0x05

	eV2X-UP-int-alg
	0x06


The algorithm identity (as specified in clause 5 TS 33.501 [2]) shall be put in the four least significant bits of the octet. The two least significant bits of the four most significant bits are reserved for future use, and the two most significant bits of the most significant nibble are reserved for private use. The entire four most significant bits shall be set to all zeros. 

For the derivation of integrity and ciphering keys for PC5-S, RRC and UP used between the two UEs, the input key shall be the 256-bit KD.

For an algorithm key of length n bits, where n is less or equal to 256, the n least significant bits of the 256 bits of the KDF output shall be used as the algorithm key.

***END OF THE 2nd CHANGE
***
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