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C.2	Assets and threats specific to the eNB
[bookmark: _Toc19783232][bookmark: _Toc26887016]C.2.1	Critical assets
In addition to the critical assets of a GNP  described in clause 5.2 of the present document, the critical assets specific to the eNB to be protected are:
-	eNB Application;
-	Mobility Management data: e.g. subscriber's identities (e.g. IMSI), subscriber keys (i.e. KUPenc, KRRCenc, KRRCint, NH), authentication parameters, address of serving gateway, APN name, data related to mobility management like UE measurements, UE's IP address, etc., QoS and so on, etc. 
-	The interfaces of eNB to be protected and which are within SCAS scope: for example
-	S1 interface
-	X2 interface
-	Console interface, for local access: local interface on eNB
-	OAM interface, for remote access: interface between eNB and OAM system
NOTE 1: 	The detailed interfaces of the eNB class are described in clause 4, Network Product Class Description of the present document.
-	eNB Software: binary code or executable code 
NOTE 2: 	eNB files may be any file owned by a user (root user as well as non root uses), including User account data and credentials, Log data, configuration data, OS files, eNB application, Mobility Management data or eNB Software.
[bookmark: _Toc19783233][bookmark: _Toc26887017]C.2.2	Threats related to Control plane and User plane 	
[bookmark: _Toc19783234][bookmark: _Toc26887018]C.2.2.1	Control plane data confidentiality protection
- Threat name: Control plane data confidentiality protection
- Threat Category: Tampering data, Information Disclosure, Denial of Service, Masquerading attack.
- Threat Description: If the eNB does not provide confidentiality protection for control plane packets on the S1/X2 reference points, then the control plane packets sent between eNBs (eg. inter-eNB handover) and from eNB to MME (eg. handover on MME change) can be manipulated and the eNB can be compromised by attackers to prevent service to legitimate users (eg. Handover failure). Moreover, the UE identifiers, security capabilities, the security algorithms and key materials exchanged between eNBs and eNB-MME can be accessed by the attackers leading to huge security breach. There, any active attacker can perform masquerading by making use of the legitimate users’ UE identifiers to gain access to the network. This threat scenario assumes that the S1, X2 reference points are not within the security environment
- Threatened Asset: User account data and credential
[bookmark: _Toc19783235][bookmark: _Toc26887019]C.2.2.2	Control plane data integrity protection
- Threat name: Control plane data integrity protection
- Threat Category: Tampering data, Denial of Service
- Threat Description: If the eNB does not provide integrity protection for control plane packets on S1/X2 reference points, the control plane packets between eNBs on X2-C and from eNB to MME on S1-MME interface risks being exposed and/or modified. The intruder manipulations on control plane packets will lead to denial of service to legitimate users. This threat scenario assumes that the S1, X2 reference points are not within the security environment
- Threatened Asset: Sufficient Processing Capacity
[bookmark: _Toc19783236][bookmark: _Toc26887020]C.2.2.3	User plane data ciphering and deciphering at eNB
- Threat name: User plane data ciphering and deciphering at eNB
- Threat Category: Tampering data, Information Disclosure, User tracking, Denial of Service, Man-in-the-middle
- Threat Description: If the eNB does not cipher and decipher user plane packets between the Uu reference point and the S1/X2 reference points, then the attackers can manipulate and compromise user packets on Uu, X2-U and S1-U interface to launch Denial of Service as well as Man-in-the middle attack. The attackers can gain access to user identifiers, IMSI, serving network identifiers, location information and can perform user tracking.  This threat scenario assumes that the S1, X2 reference points are not within the security environment
- Threatened Asset: User account data and credential
[bookmark: _Toc19783237][bookmark: _Toc26887021]C.2.2.4	User plane data integrity protection
- Threat name: User plane data integrity protection
- Threat Category: Tampering data, Denial of Service
- Threat Description: If the eNB does not handle integrity protection for user plane packets for the S1/X2 reference points then all the uplink/downlink user plane packets over X2-U and S1-U can be attacked and/or manipulated by intruders to launch Denial of Service attack. This threat scenario assumes that the S1, X2 reference points are not within the security environment
- Threatened Asset: Sufficient Processing Capacity
C.2.x	Threats related to key reuse
C.2.x.1	Eavesdropping encrypted LTE calls
- Threat name: Eavesdropping encrypted LTE calls
- Threat Category: Information Disclosure
- Threat Description: if the keys (KeNB, KRRC-enc, KRRC-int, KUP-int, and KUP-enc) are not refreshed at the eNB, the key stream could be reused by attackers, who can recover the keystream and decrypt the originally established call. The threat of key stream reuse occurs under the following conditions: 
-	when the PDCP COUNT wraps around and is reused with the same Radio Bearer (RB) identity and with the same KeNB, e.g. due to the transfer of large volumes of data. 
-	when the successive Radio Bearer establishment uses the same RB identity and keys while the PDCP COUNT is reset to 0.
-	when the PDCP COUNT is reset to 0 but the RB identity is increased after multiple calls and wraps around.
- Threatened Asset: eNB Application, Mobility Management data
*************** End of the Change ****************

