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1
Decision/action requested

This contribution proposes Protection of gPTP messages over the user plane.
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3
Rationale

SA2 has agreed S2-2001386 to remove the following statements in TS 23.501[v16.3.0]

- "Only one PDU session per UE per UPF is used for sending gPTP messages regardless of how many external TSN working domains have their clock information delivered through a given UPF serving that UE." 

- "When a UE is connected to multiple TSN working domains via the same UPF, then all gPTP messages from these domains are forwarded to the UE via the same PDU session."
During SA3#97 meeting, by assuming there is only one PDU sessions for carring the gPTP messages of all the TSC sessions, it was agreed that the PDU session carring the gPTP messages shall be integrity protected (CR S3-194553 to TS 33.501).
Considering the SA2 decision, it is clear, there is no restrictions that TSN system shall support only one PDU sessions for all gPTP messages, which implies UP integrity protection need to be supported for all PDU sessions established for the TSC service, which implies, the UE may need to support UPIP at “Full Data Rate”. 
Therefore with the current requirement in TS 33.501, if a UE doesnot support UPIP at “Full Data Rate” (due to UE capability limitation) [S3-191146], then it shall not be able to receive TSN provided services. Therefore the optionality of integrity protection over UP for dedicated PDU session needs to be supported in 5G-TSC enabled UE.

4
Analysis and proposal
4.1 Handling and protection of gPTP messages

A UE receives gPTP messages and forwards them all to the DS-TT. The DS-TT receives the original TSN clock timing information and the corresponding TSi via gPTP messages for one or more working domains. Once the UE is authenticated and data connection is set up, any data received from a TSC bridge or another 5GS TSC-enabled UE shall be transported between DS-TT in the UE and NW-TT in the UPF in a protected way using the mechanisms for UP security. 
4.2 Optionality of UPIP at Full data rate
In SA2 #136 AH, it is agreed that there is no restriction to have multiple PDU sessions for the TSC traffic.  Also the TSC service may have PDU sessions at Full Data rate which may/may not support UPIP. Hence, there is a need for optionality of the integrity protection to support all tires of TSC-enabled UEs and at the same time, it is required to protect the gPTP messages.

So far it was considered that, if a UE doesnot support UP integrity protection at “Full Data Rate” (due to UE capability limitation) [S3-191146], then network decides based on the security policy, whether to enable the protection or not. Therefore, the optionality of integrity protection over UP needs to be supported for TSC traffic also. At the same time, it is required to protect the sensitive messages (gPTP messages).
4.3 Support of dedicated PDU session for gPTP at Full data rate 
The UP security enforcement information shall be set to "required" for data transferred from gNB to a 5GS TSC-enabled UE, if the UE capability supports UP integrity protection at “Full data rate”. So that the gPTP messages sent in the user plane is protected. 
The following mechanism is proposed to support TSC service for the TSC-enabled UEs which does not support UPIP at “Full Data Rate”. The network may configure a special DNN for the TSC service to establish a dedicated PDU session for the protection of the signalling messages. If the UE capability does not support UP integrity protection at “Full data rate” and if the special DNN is configured, then the UE shall initiate the PDU session establishment procedure to establish the dedicated PDU session, before or along with the PDU session establishment for that TSN domain. The dedicated PDU session shall be used to securely exchange the signalling messages between UE DS-TT and the UPF NW-TT.

Hence, the optionality of integrity protection over UP for the data traffic over the TSC PDU sessions shall be supported in 5G-TSC enabled UE and also, the signalling messages for the TSC services are protected using dedicated PDU sessions.
5          Conclusion

It is requested that SA3 endrose on the proposal and approve the corresponding CR (S3-200102) for Security in TSC in TS 33.501 [2]
