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1
Decision/action requested

This paper provides information on the needs for a new SID on UAS security.
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Rationale

3.1


SA1 Status

In December 2018, SA1 has completed its technical specification TS 22.125 [1] on “Unmanned Aerial System (UAS) support in 3GPP”. In this normative work, the requirements have been identified for UAV operation via the 3GPP system, in order to meet the business, security, and public safety needs for the remote identification and tracking of UAS linked to a 3GPP subscription. For example, the following security requirements are specified, with reference to a typical UAS model in 3GPP ecosystem, 

· The 3GPP system shall support confidentiality protection of identities related to the UAS and personally identifiable information.
· The 3GPP system shall protect against spoofing attacks of the UAS identities.
· The 3GPP system shall support the capability to provide different levels of integrity and privacy protection for the different connections between UAS and UTM as well as the data being transferred via those connections.
· The 3GPP system shall protect the transport of data between the UAS and UTM.
· The 3GPP system shall allow non-repudiation of data sent between the UAS and UTM at the application layer.
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Figure 1: UAS model in 3GPP ecosystem.
Observation 1:  Security aspect is the primary focus of this work item. 

3.2


SA2 Status

In December 2018, SA2 has received blessing from SA for its “Study on supporting Unmanned Aerial Systems Connectivity, Identification, and Tracking” [2]. Due to the practice of prioritizing R17 study items in SA2 and SA, the above study has until recently formally started targeting to complete normative work in 2020, with a reduced scope as follows [3]: 

· UAV Remote Identification (UAV controller and UAV(s) identification and tracking, including studying the extent to which the 3GPP system is involved)
· UAV Networked Remote Identification (Study how the 3GPP system can provide support for UAV to ground identification and tracking of UAVs)

· UAV Remote Identification Authorization (Identifying the role of the 3GPP system, if any, in authorization and/or authentication of UAV controller, UAV(s), UAV to controller to UAV(s) communications, and UAV to UAV communications. Identify the impacts on UAS operations of lack/revocation of authorization (e.g. lack of resources for use plane communications to carry UAV control messages, denied registration, etc.) while considering the need for the system to keep track of and control UAV(s))

In January 2020, SA2 made significant progress with the agreed scope above, architectural requirements/assumptions, and the reference architecture. More importantly, the following 7 Key Issues have been identified, together with one solution. All are included in its study report TR23.754 [4]. 

· Issue 1: UAV identification:
· Issue 2: UAV authorization by UTM:
· Issue 3: UAV Controller identification and authorization/authentication:
· Issue 4: UAV and UAV Controller tracking:
· Issue 5: UAV authorization revocation and (re)authorization failures:
· Issue 6: UAV Controller and UAV association:
· Issue 7: User Plane Connectivity for UAVs:
Observation 2:  SA2’s study is closely related to SA3. For example, the Identification, Authorization, and Authentication of UAV are the main issues to be addressed. Besides, SA2’s work is on a fast lane given the work, including TS, is expected to be complete in year 2020. 
3.3


SA6 Status

SA6 has spearheaded its R17 study “Study on application layer support for Unmanned Aerial Systems (UAS)”since April 2019. This study aims to identify the application architecture aspects to support UAS, and corresponding architectural solutions. The study includes identifying architecture requirements that are necessary to ensure efficient use and deployment of UAS services and applications over 3GPP systems. As of Dec 2019, the study has arrived at its TR23.755 version 0.5.0 [5] with UAS model and application layer architecture developed, a few key issues and solutions identified.  

Observation 3:  There are potential security issues need to be addressed by SA3, based on their key issues identified and solutions presented in TR23.755, e.g. security for UAS/location management service, enhanced SEAL, broadcast communications in on/off network scenarios etc. 
4
Detailed proposal
Proposal: Based on the observations above, it is proposed to initiate a SA3 study on the security aspects of work in SA2 TR23.754 and SA6 TR23.755 and. The companion SA3 SID proposal is in S3-200153.
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1. Configuration of keying material


1. Configuration of keying material


2. MCData clients initiate service in off-network


3. User requests transmission of a one-to-one SDS message to the terminating MCData user


4. Generate PCK, PCK ID for terminating MCData user and encrypt using UID of the terminating user


5. Generate MiKEY-SAKKE I_MESSAGE and sign


6. One-to-one SDS message (MCData specific elements, Encrypted user payload, MIKEY-SAKKE I_MESSAGE)



