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1. Overall Description:

SA3 thanks GSMA for the LS on authorization and authentication when providing network slice access. SA3 understands that GSMA would like to know how authentication and authorization is performed before a mobile device (i.e. UE) can access a network slice, whether at a device or an application level.

First of all, at the device or network level, a UE can be granted to access a network slice, identified by S-NSSAI, only after the UE has completed successfully primary authentication. At the end of the primary authentication, the UE may receive from the network a list of allowed S-NSSAI, which the UE is authorized to access. For certain S-NSSAIs, additional Network Slice Specific Authentication and Authorization (NSSAA) is required. 
In the case that NSSAA is required, the authentication and authorization procedure is performed between the UE and an AAA server, following the EAP framework as specified in IETF RFC 3748. The SEAF/AMF performs the role of the EAP Authenticator and communicates with the UE and the AAA-S. NSSAA uses EAP ID and corresponding credentials that are different from the 3GPP subscription credentials (e.g. SUPI). The EAP ID and the credentials should be provisioned to the UE in advance and the provisioning procedure is out of scope of 3GPP.  
As far as application-level authentication and authorization is of concerns, it may be performed on top of network-level authentication and authorization, but out of scope of 3GPP. 

2. Actions:

To GSMA group.

ACTION: 
To take the above description into consideration.
3. Date of Next TSG-SA WG3 Meetings:
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