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1
Decision/action requested

This document proposes to add the procedure of AKMA anchor key identifier update to clause 6. SA3 is kindly requested to approve this doc.
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3
Rationale

S3-20XXXX defines how to derive KAKMA ID. 
KAKMA ID =base64encode (RAND) @AAnF ID [2]

Where, RAND is the random number in primary authentication and AAnF ID is the FQDN of AAnF. 

At the same time, the KAKMA ID parameter in Application Session Establishment Request in 6.2[1] is not encrypted, so the RAND in the authentication vector is often exposed. Therefore, it is recommended that AAnF generate a new random number to replace the RAND. This contribution proposes to add the procedure of AKMA anchor key identifier update to clause 6 [1]. 
4
Detailed proposal

***
BEGIN CHANGES
***
6.X
AKMA anchor Key identifier update
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Figure 6.X -1 AKMA anchor Key identifier update
When UE sends Initial Application Session Establishment Request with KAKMA ID to AF
When the UE initiates communication with the AF, it shall include the derived AKMA key identifier (KAKMA ID) in the message (cf. clause 6.1). 

If the AF does not have an active context associated with the key identifier, then the AF sends a request to AAnF with the key identifier to request application function specific AKMA keys for the UE.  The AF also includes its identity (AF Id) in the request.

If the AAnF is in possession of the AF specific key (KAF), it responds to the AF with the KAF key. If not, the AAnF shall check if it has the UE specific KAKMA key identified by the AKMA key identifier. 

If KAKMA is available in AAnF, it shall derive the AF specific AKMA key (KAF) from KAKMA, and it generates a new RAND, and it generates new KAF and new KAKMA ID according to new RAND. AAnF shall respond to the AF with KAF, lifetime, new KAF and new KAKMA ID. 

Where new = KAKMA ID =base64encode (new RAND) @AAnF ID.
AF shall respond to UE with lifetime and new KAKMA ID.
Editor’s Note: Whether the lifetime and new KAKMA ID encrypted by the KAF or not is FFS.
UE updates KAKMA ID and generates new from KAKMA and new RAND in KAKMA ID.
***
END CHANGES
***
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