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********** START OF 1st CHANGE **********
4.2.2.1.X
Prevent Keystream re-use by DRB type change
Requirement Reference: TS 33.401 [3], clauses E.2.9 
Requirement Description: “When a MCG DRB changes to SCG DRB and then changes back to MCG DRB, the key stream reuse is possible. MeNB shall implement a mechanism to prevent key stream reuse.” As specified in TS 33.401 [3], clause E.2.9.
Threat References: TBA

Test Case: 
Test Name: TC_DRB_Change_Keystream_Reuse
Purpose:

Verify that keystream re-use does not occur in dual connectivity. 

Pre-Conditions:

Test environment with MeNB and SeNB, both of which may be simulated. 

Execution Steps:

1. Force a MCG DRB change to SCG DRB. Make a copy of the DRB ID, the current PDCP COUNT value of the DRB, and the KeNB in the MeNB.

2. Force a SCG DRB change to MCG DRB.

3. Check the DRB ID of the newly changed DRB against the copy of of DRB ID and PDCP COUNT. 

4. If the DRB ID is same as the copied DRB ID and the current PDCP COUNT value of the changed DRB is less than or equal to the copied PDCP COUNT, check the current KeNB against the copy of the KeNB.

Expected Results:

For the identical DRB ID and PDCP count less than or equal to PDCP COUNT before and after the MCG DRB change to SCG DRB and then back to MCG DRB, the KeNBs are different. 

Expected format of evidence:
Snapshots containing the result.
********** END OF 1st CHANGE **********
