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1
Decision/action requested

It is proposed to approve this contribution for Key update procedure in AKMA (TS 33.535).
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 3
Rationale

This contribution proposes a procedure for key update in AKMA. 
The current procedure captured in clause 6.1 in TS 33.535, explains about scenario when the AKMA keys become invalid, the AAnF request the AUSF for KAKMA. As the key KAUSF is valid for a long time, as the same KAUSF is stored and used till next primary authentication, the KAKMA key also live for a long time. As the understanding is that, due to AKMA key Identifier is tagged to a KAUSF, there is no KAKMA key refresh procedure and the fresh KAKMA key is derived only if fresh KAUSF is derived (c.f., clause 6.1 in TS 33.535). For good security practice, having the root key of the AKMA service for a long period is not recommended. If the KAKMA is compromised, then the compromised key lives for a long time. 

Therefore, it is proposed that the KAKMA should have lifetime and if the lifetime expires, then the AUSF should support a mechanism to refresh the KAUSF, so that a fresh KAKMA key is derived. The AUSF stores association between the KAUSF and corresponding KAKMA. When AAnF request for the KAKMA key and a KAKMA was derived from the current KAUSF then AUSF refresh the KAUSF to derive fresh KAKMA key. To refresh the KAKMA, AUSF requests the AMF to initiate authentication procedure.

4
Detailed proposal

*****START OF CHANGES*****
6.2
Deriving AKMA Application key for a specific AF
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Figure 6.2-1 AF Key generation from KAKMA
Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF needs to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF. 

Editor’s Note: It is FFS whether the capability to negotiate the use of AKMA between the UE application and the AKMA AF also needs to be supported.  

When the UE initiates communication with the AKMA AF, it shall include the derived AKMA key identifier (KAKMA ID) in the message (cf. clause 6.1). 

If the AF does not have an active context associated with the key identifier, then the AF sends a request to AAnF with the key identifier to request application function specific AKMA keys for the UE.  The AF also includes its identity (AF Id) in the request. The AAnF shall check whether the AAnF can provide the service to the AF by checking the AF Id. If succeeds, the following procedures is excuted. Otherwise, the AAnF shall reject the procedure. 
Editor’s Note: It is FFS how the AAnF knows whether it can provide the service to a specific AF

If the AAnF is in possession of the AF specific key (KAF), it responds to the AF with the KAF key. If not, the AAnF shall check if it has the UE specific KAKMA key identified by the AKMA key identifier. 

If KAKMA is available in AAnF, it shall derive the AF specific AKMA key (KAF) from KAKMA and respond to the AF with KAF and lifetime. 

If KAKMA is not available or the KAKMA lifetime expires, the AAnF shall send a request to the AUSF to obtain the KAKMA key specific to the UE. It includes the AKMA key identifier in the request. If a fresh KAUSF is available, then the AUSF shall derive and respond with the KAKMA key, identified by the key identifier. If KAKMA is not available at AUSF or the KAKMA was already derived from the current KAUSF, then AUSF shall request AMF to initiate the authentication procedure, it shall include the SUPI. The AMF shall initate the authentication procedure with the UE as specified in TS 33.501 [2], clause 6. The AUSF also sends a reject message with appropriate cause (bootstrapping requested) to the UE via the AAnF and AF. A fresh KAUSF shall be created in the AUSF and in the UE, when running a successful primary authentication. Once authentication is successful, the UE again initiates the communication with the AKMA AF, it shall consider the new parameters and include the newly derived AKMA key identifier. On receiving the request from the AAnF, the AUSF shall derive using the fresh KAUSF and respond with the fresh KAKMA key, identified by the new key identifier. The AUSF shall the store association between the KAUSF and corresponding KAKMA. The AAnF derives the AF specific key (KAF) from KAKMA and responds to the AF with KAF and lifetime. 
Editor’s Note: Derivation of the AF specific KAF is FFS.
*****END OF CHANGES*****
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