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1
Decision/action requested

Approve the proposed contribution with editorial corrections for TS 33.535
2
References

[1]
3GPP TR 33.535 v0.3.0
3
Rationale

This contribution provides editorial corrections for TS 33.535-0.3.0.
4
Detailed proposal

************************************* Start of Changes 1 **********************************
4.2.2
AF

AF is defined in TS 23.501 [3] with additional functions:

- AF with the AKMA service enabling requests for KAF from the AAnF using AKMA key Identifier.
4.2.3
NEF

NEF is defined in TS 23.501[3] with additional functions:

- NEF finds the AAnF.
************************************* End of Changes 1 ***********************************

************************************* Start of Changes 2 **********************************
4.3.1
Requirements on Ua* Reference point

The Ua* reference point is application-specific. The generic requirements for Ua* are:

· Ua* protocol shall be able to carry AKMA Key Identifier (A-KID); 

· the UE and the AKMA AF shall be able to secure the reference point Ua* using the AMKA AF specific shared key derived from AKMA key;

NOTE: The exact method of securing the reference point Ua* depends on the application protocol used over reference point Ua*.
· the AKMA AF shall be able to indicate to the UE that the current shared secret has expired, and the UE should use newer shared secret with the AKMA AF;

Editor’s Note: Further requirements (including the need to specify Ua* protocol identifier) are FFS.

************************************* End of Changes 2 ***********************************

************************************* Start of Changes 3 **********************************
5.2
AKMA key lifetimes

The KAKMA is valid until the next primary authentication is performed (implicit lifetime), in which case the KAKMA might be replaced after a successful new authentication or removed after an unsuccessful one. 

Application keys KAF shall use explicit lifetimes based on the operator’s policy. The lifetime of KAF shall be sent by the AAnF as described in clause 6.2. In case that a new anchor key KAKMA is established, the application key KAF can continue to be used until its lifetime expires. When the KAF lifetime expires, a new application key is established based on the current anchor key KAKMA.

************************************* End of Changes 3 ***********************************

************************************* Start of Changes 4 **********************************
6.2
Deriving AKMA Application key for a specific AF
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Figure 6.2-1 AF Key generation from KAKMA
Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF needs to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF. 

Editor’s Note: It is FFS whether the capability to negotiate the use of AKMA between the UE application and the AKMA AF also needs to be supported.  

When the UE initiates communication with the AKMA AF, it shall include the derived AKMA key identifier (KAKMA ID)  in the message (cf. clause 6.1). 

If the AF does not have an active context associated with the key identifier, then the AF sends a request to AAnF with the key identifier to request application function-specific AKMA keys for the UE.  The AF also includes its identity (AF Id) in the request. The AAnF shall check whether the AAnF can provide the service to the AF by checking the AF Id. If succeeds, the following procedures are executed. Otherwise, the AAnF shall reject the procedure.

Editor’s Note: It is FFS how the AAnF knows whether it can provide the service to a specific AF
If the AAnF is in possession of the AF specific key (KAF), it responds to the AF with the KAF key. If not, the AAnF shall check if it has the UE specific KAKMA key identified by the AKMA key identifier. 

If KAKMA is available in AAnF, it shall derive the AF specific AKMA key (KAF) from KAKMA and respond to the AF with KAF and lifetime. 

If KAKMA is not available, the AAnF shall send a request to the AUSF to obtain the KAKMA key specific to the UE. It includes the AKMA key identifier in the request. The AUSF shall respond with the KAKMA key identified by the key identifier. The AAnF derives the AF specific key (KAF) from KAKMA and responds to the AF with KAF and lifetime. 

Editor’s Note: Derivation of the AF specific KAF is FFS.
************************************* End of Changes 4 ***********************************

************************************* Start of Changes 5 **********************************
A.1.2
FC value allocations

The FC number space used is controlled by TS 33.220 [4], FC values allocated for the present document are in the range of 0x7A – 0x7F. 

************************************* End of Changes 5 ***********************************
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