3GPP TSG-SA3 Meeting #98bis-e 
S3-200643
e-meeting, April 14 - 17 2020


















Source:
Futurewei Technologies
Title:
UPIP Wayforward Discussion 
Document for:
Discussion and Endorsement
Agenda Item:
2.11
1
Discussion
One of the greatest security enhancements that made 5G stand out from the previous generation is the ability to support user plane integrity protection. Without UPIP, it has been reported that several attacks are possible, such as the DNS redirection attack. As with user plane ciphering, the use of user plane integrity protection is based on the user plane security policy of the operator.
As a compromise to finalize R15 in a timely manner, 3GPP made a bad decision in R15 to allow the option of allowing certain UEs to support UPIP up to 64kbps data rate. Not mandating all UEs from R16 onward to support UPIP at full data rate is making a bad decision even worse. It creates an impression that only certain “high-end” UEs support the full spectrum of 5G security capabilities while other “lower-end” UEs don’t require the same level of security and security capabilities, granted that there is a generation gap between security capabilities in UEs from different releases.   
When it comes to security capabilities, all UEs in the same release should be created equal. The 5G security capabilities that define a UE as a 5G UE is already at the minimum.  Knowing the flawed reason to limit the UPIP data rate for some UEs to 64Kbps in R15 and yet continuing to allow another class of UEs (with limited security capabilities) to exist in R16 and beyond are not only dangerous but irresponsible.  Therefore, all UEs from R16 onward should support the user plane security capability without any data rate restriction  
It is proposed that SA3 to endorse the proposal in the following clause of the present document.
2
Conclusion and Proposal
For R16, the following is proposed in addition to conclusions already reached for the TR for options 2, 4, 5, 7:
1 Mandate all UEs to support user plane protection without data rate limitations.

2 Mandate all gNBs to support user plane protection without data rate limitations.

3 The use and activation of user plane protection in 5G is to be an operator choice, based on user plane security policy.
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