3GPP TSG-SA3 Meeting #98bis-e 
S3-200640
e-meeting, April 14 - 17 2020














Source:
Futurewei Technologies
Title:
AKMA application key requirement
Document for:
Approval

Agenda Item:
2.4
1
Decision/action requested

This is pCR proposal for AKMA application key requirements. 
2
References

 [1]
TS 33.536 living CR
3
Rationale

The AKMA AF knows the lifetime of the application key it shares with the UE. When the application key expires, it should simply initiate a key refresh/update procedure with the UE instead of just signalling to the UE that the key expired. There are no reasons for telling UE of the expiration of the application key without explicit action from the part of the AKMA AF. 
It is also preferred that the AKMA AF is the one to initiate key refresh and there is no need for the UE to know whether the KAF is about to expire or not to reduce the signalling between UE and the AKMA AF.
4
Detailed proposal
It is proposed to modify the security requirements to the living CR in TS 33.535[1] as follows.
**** START OF CHANGES ****
4.4
Security requirements and principles for AKMA

The following security requirements are applicable to AKMA:
-    AKMA shall reuse the same UE subscription and the same credentials used for 5G access.

-    AKMA shall reuse the 5G primary authentication procedure and methods (both 5G AKA and EAP AKA’ shall be supported) for the sake of implicit authentication for AKMA services.
 -    AAnF’s SBI interface to AUSF shall be confidentiality, integrity and replay protected.
-     The interface between AAnF and AF shall be confidentiality, integrity and replay protected.
-    The application key (KAF) shall be provided with a maximum lifetime. When the application key lifetime is expired, it shall be renegotiated.
Editor’s Note: Further security requirements regarding roaming and other aspects will be added. 
**** START OF NEXT CHANGES ****
4.4.1
Requirenments on Ua* Reference point

The Ua* reference point is application specific. The generic requirements for Ua* are:

· Ua* protocol shall be able to carry AKMA Key Identifier (A-KID); 

· the UE and the AKMA AF shall be able to secure the reference point Ua* using the AMKA AF specific shared key derived from AKMA key;

NOTE: The exact method of securing the reference point Ua* depends on the application protocol used over reference point Ua*.

· 
Editor’s Note: Further requirements (including the need to specify Ua* protocol identifier) are FFS.

**** END OF CHANGES ****
