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1
Decision/action requested

This pCR proposes clarification on security policy handling procedure for the NR based PC5 reference point
2
References

[1]
3GPP TS 33.536 v0.2.0: "Security aspect of 3GPP support for advanced Vehicle-to-Everything (V2X) services".
3
Rationale

This contribution is prepared for the security policy related parts with the following reasons: 
· The terminology NOT NEEDED is agreed to be used instead of OFF as the former it is aligned with TS 33.501. So the EN for that is deleted. The changes from OFF to NOT NEEDED throughout the TS other than this contribution are captured in S3-200690.
· The meaning of NOT NEEDED for for signalling integrity security policy was differently defined as opposed to other cases in the original proposal, but it had been changed to be aligned with others. Thus the independent paragraph for that is not needed anymore. 
· Overall text is cleaned up
· New text is introduced to resolve the EN for handling of security policies from two UEs when they are different. There are nine possible cases that the two UEs have their own security policies as shown in the following table. 
	Case
	Initiating UE
	Receiving UE
	Accept or Reject the request

	A)
	REQUIRED
	REQUIRED
	Shall Accept

	B)
	REQUIRED
	PREFERRED
	Shall Accept

	C)
	REQUIRED
	NOT NEEDED
	Shall Reject

	D)
	PREFERRED
	REQUIRED
	Shall Accept

	E)
	PREFERRED
	PREFERRED
	Shall Accept

	F)
	PREFERRED
	NOT NEEDED
	Shall Accept

	G)
	NOT NEEDED
	REQUIRED
	Shall Reject

	H)
	NOT NEEDED
	PREFERRED
	Shall Accept

	I)
	NOT NEEDED
	NOT NEEDED
	Shall Accept









Some parts of the above text were written in 5.3.3.1.4.5 Security establishment for user plane bearers, and moved to 5.3.3.1.4.2.3 Security policy handling along with some new text as the content is related to security policy handling and is generic to all kinds of protection (e.g., signalling integrity protection, signalling confidentiality protection, UP integrity protection, UP confidentiality protection)

· Some parts containing explanation with case 1 to 3 are removed as that's covered by above proposal. 
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TS [1]. 
**** START OF CHANGES ****
5.3.3.1.4.2.3

Security policy handling

For a NR PC5 Unicast link, the UE shall be provisioned with the following:

The list of V2X services, e.g. PSIDs or ITS-AIDs of the V2X applications, with Geographical Area(s) and their security policy which indicates the following:

•
Signalling integrity protection: REQUIRED/PREFERRED/NOT NEEDED
•
Signalling confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED
•
User plane integrity protection: REQUIRED/PREFERRED/NOT NEEDED
•
User plane confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED
NOTE 1: No integrity protection on signalling enables services that do not require security, e.g. emergency services.

Editor’s note: Which granularity shall be used for UP protection activation is FFS.




REQUIRED means the UE shall only accept the connection if a non-NULL confidenttiality or integrity algorithm is used for protection of the traffic.

NOT NEEDED means that the UE shall only establish a connection with no security.

PREFFERED means that the UE may try to establish security but may will accept the connection with no security. One use of PREFERRED is to enable a security policy to be changed without updating all UEs at once.

The handling of signalling security policy proceeds as follows

At initial connection, the initiating UE includes its signalling security policy in the Direct Communication Request message. The receiving UE(s) takes this into account when deciding whether to accept the request and/or apply the security in the Direct Security Mode Command message. The initiating UE can reject the Direct Security Mode Command if the algorithm choice does not match its policy. (see clause 5.3.3.1.4.3 for full details of the handling).

At link modification for adding a new V2X service to an existing PC5 unicast link, if the signalling security policies of the new V2X service is satisfied by the signalling security  in use for the PC5 unicast link, the initiating UE shall send the Link Modification Requestto the receiving UE. The receiving UE shall reject the Link Modification Request if the signalling security in use does not match the policy for the new service.  If the service fails to be added to the existing PC5 unicast link, the initiating UE may establish a separate PC5 unicast link for the service. 
Editor’s note: Whether the request shall be reject if the UP data security in use does not match the policy for the new application is FFS.


The handling of the user plane security policy proceeds as follows:
At initial connection, the UE that sent the Direct Communications Request shall include the user plane security policy for the service in the Direct Security Mode Complete message and at link modification for adding a new V2X service, the initiating UE shall include the user plane security policy for the service in the Link Modification Request message. 

The receiving UE shall reject the Direct Communication Request or Link Modification Request when the following cases occur: 1) if the received user plane security policy had either confidentiality/integrity set to NOT NEEDED and its own corresponding policy is set to REQUIRED or, 2) if the received user plane security policy had either confidentiality/integrity set to REQUIRED and its own corresponding policy is set to NOT NEEDED.
Otherwise, the receiving UE may accept the Direct Communication Request or the Link Modification Request. and the response message shall include the agreed user plane security policy, set as follows:

User plane confidentiality protection sent to OFF if either when the following cases occur:1)if the received signallinguser plane security policy had either confidentiality/integrity set to OFF and/or its own correspondinguser plane security policy for the service is set to PREFERREDOFF;

 or, 2) User plane confidentiality protection set to REQUIRED if the received user plane signalling security policy had either confidentiality/integrity set to PREFERREDhad confidentiality set to REQUIRED and/or its own user plane security policy for the service its own corresponding policy is set to REQUIREDOFF or 3) if the both policyies are set to OFF.; or
User plane confidentiality protection set to PREFFERED otherwise (i.e. when both the received user plane security policy and its own user plane security policy for the service had the confidentiality set to PREFERRED).  
Editor’s note: It is FFS whether the receiving UE activates the agreed ciphering and integrity protection in the response message or PC5-S signalling is just used to agree the policy and the AS layer activates the security.
User plane integrity protection set following the same rules as confidentiality protection but based on the received and its own user plane integrity protection policy for the service.












**** NEXT OF CHANGES ****
5.3.3.1.4.5 
Security establishment for user plane bearers


The UEs handle the user plane security policies as described in clauses 5.3.3.1.4.2.3. 



The UE initiating the establishment of a user plane bearer shall select an LCID whose associated value of Bearer for input to the security algorithms (see clauses 5.3.3.1.5.2 and 5.3.3.1.5.3) has not been used with the current keys, NRPEK and NRPIK. If this is not possible the UE shall initiate a re-keying (see clause 5.3.3.1.4.4) before establishing the user plane bearer. 

When establishing the user plane bearer the initiating UE shall indicate the configuration of confidentiality and integrity protection in the PC5-RRC message based on the agreed UP security policies for traffic that will be sent on the bearer. 
The confidentiality and integrity protection algorithms are same as those selected for protecting the signalling bearers.
Editor’s note: If it is decided that the receiving UE activates the security based on the agreed policy in the response message, then the above paragraph can be removed.
Both UEs shall ensure that the user plane for each V2X service is only sent or received (e.g. dropped if received on a bearer with incorrect security) on user plane bearers with the necessary security.

**** END OF CHANGES ****
�From S3-200693-r1


�From S3-200602


�From S3-200693-r1


�This is still under discussion and affects what is include in the 3 cases below 


�This part is not necessary as the mechanism how to select the security policy when different is already specified above


�This part is moved to 5.3.3.1.4.2.3 security policy handling


�Under discussion 





