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Decision/action requested

This paper discusses the role of the AUSF during NSSAA procedures
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Rationale

3.1 
Background

SA3 sent SA2 an LS and asked the reasons why AUSF is involved in the SA2’s slice-specific authentication procedure [4]. SA2 has provided the following reasons [3]:

· AUSF acts as a contact point for AMF within the HPLMN using SBA services 
· AUSF translates SBA services to native AAA protocols towards the AAA-S/AAA-P
· AUSF acts as an anchor since AMF for Re-authentication may be different from the one for initial authentication

SA2 also asks SA3 whether AUSF role is acceptable from a security architecture perspective.

3.2 
Previous input material and additional discussion
For SA3#98-e two discussion papers were submitted [1] and [2]. This clause attempts to capture previous argumentation and evolve the discussion further reusing the proposals listed in [2] derived from the arguments in [1] and earlier discussions.
Proposal P1: “P1: AUSF shall NOT be involved in the slice-specific authentication procedure “

[2] argues that the AUSF is needed as the AMF in a VPLMN during roaming only knows the AUSF in the HPLMN. The AMF should be able to use existing logic to be able to locate a new NF in the HPLMN just as the AMF in VPLMN can today locate AUSF and UDM of the HPLMN. Therefore, proposal P1 is reasonable.
Proposal P2: “P2: A new NF should be defined to perform the routing/proxy roles for slice-specific authentication and authorization “

[2] argues a new NF function introduces complexity in the network and the fact that AUSF is dedicated for authentication purposes. While introducing a new NF does introduce some overhead it may still be less complex than pursuing the idea of two separate AUSF instances. The most important part of having a new NF is that the AUSF remains secure within the network and is not exposed to a third party. Moreover, the NSSAA related services that SA2 described are hardly security related but they are rather protocol translations. Therefore, proposal P2 is reasonable and desirable.
P3: “P3: AUSF shall be logically separated from the new NF.”

According to [2] this assumption is reasonable making a split for internal and external authentication services. [2] proposes two instances of the AUSF, where one takes care of the NSSAA specific services and the other the existing services for primary authentication. This can indeed solve the issue with exposure of the AUSF doing internal authentication. However, the concept of mandating the realization and deployment of an NF only providing a subset of services does not yet exist and creates issues by itself. In the first place, the formulation of such a requirement restricting the realization and deployment of a given NF will be unprecedented in 3GPP specifications. The issues become also apparent in the AMF, which would have to keep track of which AUSF instance offers what subset of services. 
With a new NF supporting NSSAA in the HPLMN, the realization and deployment of the new NF would follow existing procedures applicable to any other NF in the 5GC. The AMF logic to select the new NF will be also independent from the logic used to select the AUSF and other NFs. Creating complexity around the choice of AUSF is not desired and therefore attempting to solve the issue using the approach of two separate AUSF instances is not viable.
P4: “P4: Whether AUSF can be physically collocated with the new NF is an implementation issue and shall not be mandated in the standard.” 

The standard shall enforce the isolation of the AUSF from the new services related to NSSAA. The standards shall not take a stand on implementation specifics. Therefore, P4 is reasonable.

3.2 
Conclusion

The idea of relying on two AUSF instances may look feasible at first glance but taking a closer look it creates problems for the realization and deployment of the AUSF. It also forces the AMF to keep track of which AUSF offers what services, causing undesired complexity.
The definition of a new NF supporting NSSAA procedures in the HPLMN is the most secure option as it enforces the isolation of the NSSAA and the primary authentication procedures already in the architecture. It is recognized that the definition of a new NF in the 5GC architecture comes with certain specification overhead but this is considered to be the cleanest and most secure architectural choice. 
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Detailed proposal

It is proposed to endorse this document and agree to CR S3-200781 which introduces a new NF called IWF-AAA.
