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Meeting minutes
	Agenda item
	Notes

	1. When AUSF generates AKMA key ID (on demand or right after primary authen)


	CMCC, ZTE, Ericsson presented the discussion paper.
CableLabs: support on demand, resource efficient.

ZTE: have to consider about the architecture, what’s the assumption for AAnF? (If multiple AAnF instances, for a specific UE, how’s the AAnF selected?)
Ericsson: AAnF instance can be selected arbitrarily, it’s not problematic.
ZTE: We want to make sure different AF always select the same AAnF for each UE, because that AAnF stores the key materials for the specific UE.  We can let AUSF generates Kakma after primary authentication and push them to AAnF. Not in favour of on-demand generation, because on demand will involve AUSF and UDM every time the key is requested. Using push solution, with the lifetime of Kaf, AUSF and UDM will be involved only once.

Ericsson: The problem depends on the frequency of Kakma request during the lifetime of  Kaf, it’s not a big issue. Prefer on demand, the simplest for the network.
CableLabs: On demand is better from the security point of view, we have to avoid storing keys everywhere, push will cause keys stored more than necessary. Involving UDM and AUSF is not a problem.
QC: agree with CMCC that AKMA is HPLMN wide service, but not sure about on demand or pre-generated. Maybe split the consideration for Kakma and K-ID: Kakma on demand, but K-ID pregenerated with Kausf and stored at AUSF.
CMCC asked whether we can make an agreement that KAKMA is generated on demand (if we want to separate the case of Kakma and K-ID)?

QC: yes
Apple: On demand


	2. AKMA key ID derivation (including routing issues)


	QC: there will be privacy issues if including UE identifier in K-ID
Ericsson: without UE identifier, how to select AAnF?

QC: We can assume there is only one anchor function in the network, GBA is like this. Or use mcc+mnc+routingindicator to help find AUSF
Ericsson: that’s not enough for finding the right AUSF instance, only can only find AUSF set. 

QC: In rel-15, AUSF collocates with UDM.

Ericsson: Prefers to include GPSI, which also includes enough information to locate UDM and then AUSF. 
Samsung: when contacting the UDM (UDM knows which AUSF instance holds the Kausf), we need a UE identifier. We have to separate UE identity and GPSI, 3GPP UE identities are not used for AKMA, we can use external ID. Like in IMS, we have IMPI and IMPU, and IMPI is like SUPI, IMPU is like GPSI. We can use GPSI in AKMA, and we don’t use MSISDN but external ID.

QC: how to get this?

Samsung: when downloads the application.

QC: GPSI is optional for UE, if we make this mandatory, we make AKMA more complicated. The key identifier needs to include sufficient routing information to locate AAnF (if we consider multiple AAnFs) and AUSF. Refer to the way AUSF is located in SUCI. With the information included in the SUCI, AUSF can be located. The understanding is the AUSF instances in the set share the database. 

Lenovo: Agree with QC, routing indicator is enough to find AUSF instance

HW: having routing indicator is not enough in multiple registration scenario. There might be multiple AUSF serving the UE and multiple Kausf.
QC, Samsung: UE and AUSF only keeps the latest Kausf.

Ericsson: UE identifier is needed. Suggest using GPSI. 

QC:  Worries about the privacy of using 3GPP IDs in applications. 3GPP IDs and applications IDs shall be separated. GPSI is optional. Using GPSI in the key ID requires configuration and managing the IDs, makes AKMA too complicated.
CableLabs: agree with QC on ID privacy.
ZTE: agree with QC.

Verizon: agree with QC on ID privacy. GBA is great. Make AKMA simple. 
Ericsson: if no UE identifier, we make it complicated in the network.

QC: have to consider better solutions, trust Ericsson.

	3.   K-AF derivation


	CMCC presented the discussion paper.
ZTE: agree with the usage of RAND, the first random value could be RAND and sent to the UE? (didn’t get the question here)
Apple: It’s a new random value other than the one used in authentication. 

Samsung: Suggest to use counter to prevent replay attack. 

CableLabs: The use of RAND or counter is to guarantee the uniqueness of the key. There is complexity in counter management, counter may become desynchronized. 

CMCC: Not in favor of using counter. 
What the random value is will be discussed later via email.

QC: considering about the freshness parameter here，it depends on how Kaf is used by application. For example, Kaf may be used as PSK or doing authentication in TLS. For different cases, whether we need the freshness parameter is different?
CMCC: maybe make it an optional input? And put a note here saying it depends on the Ua* protocol?

QC: maybe
Ericsson: Do we need UE ID here as the input?

CMCC, QC: no

Samsung: UE ID should be supported, we need protocol separation. We need to consider protocol discriminator to make sure the uniqueness of two protocols?
QC: just want to make Ua* protocol align with GBA Ua protocol as much as possible.

	4.   K-AF refresh procedures 


	CMCC presented the discussion paper.
QC: agree that network initiates the refresh procedure not the UE. Same as re authentication.
Ericsson: it’s AF, not the network.
QC: yes (AF is part of network from UE side)
QC: Not sure if referesh procedure is needed in our spec. It depends on how we will use AKMA regarding the Ua* protocol. For example, TLS has its key refresh procedures. Then no need to define the procedure in our spec. May need a few words to say that application is to take care of key refresh. 

Ericsson: maybe key refresh procedures are not important here

CMCC: In the spec, we can write down some requirements on the key refresh,  and say detailed procedures will depend on Ua protocol.

	5.   Others


	Ericsson presented the pCR.
Discussions were about whether the anchor function is stateless or stateful , if it’s stateless, the necessity or the meaning of the anchor is doubtful; if it’s stateful, key materials and context are stored and we have to keep the states, then we have to consider NF selections. It seems there was no conclusion yet.

VDF had some comments on doing the high level architecture first.


