3GPP TSG-SA3 Meeting #98bis-e 














S3-200765
e-meeting, 14 – 17 April 2020














Revision of S3-20wxyz
Source:
Qualcomm Incorporated
Title:
Way forward for UE radio capability protection without AS security 
Document for:
Approval 
Agenda Item:
2.5
1
Decision/action requested

This contribution proposes a way forward for UE radio capability protection without AS security
2
References

[1]
TR 33.861 Study on evolution of Cellular IoT security for the 5G System
3
Rationale

TR 33.861 [1] KI #15 describes the threats of UE radio capability manipulation by man-in-the-middle attackers. 

There are 5 solutions propsed to address the key issue. 

· Solution #26: Hash based UE capability protection for CP optimization only CIoT UE
· Solution #27: Network resilience for UEs without AS security
· Solution #28: Protection of UE capability transfer for UEs without AS security
· Solution #29: Security solution for UE Capability Transfer for UE with no AS security
· Solution #30: AMF verification of the UE radio capabilities for CP optimization only CIoT UE
Among them, solution #27 does not protect the UE radio capability itself, but only suggests to not keep UE radio capability for a long while in the network. So, it doesn’t address the issue. In principle, without cryptographic protection of UE radio capabilities (either based on NAS signalling or RRC signalling), the threats cannot be mitigated.

Proposal 1:  cryptographic protection of UE radio capabilities is required to address the threats of UE radio capability manipulation.
The other solutions address the threats in a different manner. Differences are mostly the impacts on the existing UE radio capability transfer procedure and the singaling protocols. It should be noted that procedural change has substantial impacts on other working groups including SA2, RAN2/3 and CT1.
Solution #26 and solution #30 do not have any impact on the existing UE radio capability transfer procedure. Solution #26 has both NAS and N2 protocol impacts (i.e., adding a new IE on both protocol) whereas solution #30 has only NAS protocol impact (i.e., a single IE addition to Registration Request).

Solution #28 has both procedural and protocol impacts. UE radio capability enquiry is perfomed based on RRC signalling, but the solution proposes a NAS based signalling, which is not only a new procedure but also requires a new NAS message. Futhermore, early acquisition of UE radio capabilities by a RAN node is not possible while it was required for certain cases according to RAN2 LS [S3-xxxx].

Solution #29 also has both procedural and protocol impacts. The trigger of UE radio capability acquision is controlled by CN but it is performed by the RAN node in the solution. In effect, this requires a new procedure that has impacts on RAN2, RAN3 and SA2. Furthermore, new protocols (i.e., signalling messages) need to be defined in RAN2, RAN3 and CT1.
Considering the above, solution #30 has the least impact on the protocol (and no impact on procedure) while achieving the protection of UE radio capabilities for those CIoT devices that do not support AS security.

Proposal 2: It is propsed that SA3 agree on the Solution #30 to protect UE radio capabilities without AS security.
NOTE: an updated solution that addressed the EN’s in Solution #30 is proposed in the companion CR (S3-200764).

4
Detailed proposal

Proposal 1:  cryptographic protection of UE radio capabilities is required to address the threats of UE radio capability manipulation.

Proposal 2: It is propsed that SA3 agree on the Solution #30 to protect UE radio capabilities without AS security.
