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[bookmark: _Toc3886195][bookmark: _Toc26797561][bookmark: _Toc35353406]***************** start of 1st change *****************
7.2.4	First-to-answer security and key management
[bookmark: _Toc3886196][bookmark: _Toc26797562][bookmark: _Toc35353407]7.2.4.1	Overview
A ‘first-to-answer' call as defined in clause 10.15 of TS 23.379 [2], is a call request sent to multiple users inviting them into a private call, and where the first user to answer the request is brought into the private call with the initiator while the rest of the invited users are subsequently rejected by the MCPTT server.  Consequently, a specific key management solution is required.
This clause e following defines thea method for performing key distributionestablishing a security context for a first-to-answer call. From a security point-of-view, the approach is to perform a protected private call  setup between the initiating MCPTT client and the selected MCPTT clientkey distribution from the answering client to the initiating client of the call.
The first-to-answer messages are routed over the signalling reference points. Consequently, the security mechanisms for protecting signalling between the MC Domain and the MC UE are applied to these messages. This includes the security mechanisms defined in clause 6. Where application signalling security is supported, the security mechanisms defined in clause 5.3 are used, ensuring that the user identities (MCPTT IDs) are confidentiality protected with the CSK or SPK as per clause 5.3.
[bookmark: _Toc3886197][bookmark: _Toc26797563][bookmark: _Toc35353408]7.2.4.2	First-to-answer request and response
The first-to-answer request (containing the list of target MCPTT IDs) is sent by an initiating UE to the MCPTT server. No key material is provided in the first-to-answer request, however . if the call is to be end-to-end encrypted, an end-to-end encryption indication is provided in the first-to-answer request.
The first-to-answer response is sent by a target UE in response to a first-to-answer requestMCPTT server selects the first target UE to respond and forwards the first-to-answer response message to the initiating MCPTT client.  The first-to-answer response contains both an encapsulatedPCK for the private call and a pair of MCPTT IDs corresponding to the participants (intiator and target) of the private call. The initiating client then establishes a protected private call between itself and the selected target MCPTT client before the media plane is established.  The initiating client provides the PCK to the selected target as defined in clause 7.2.
The PCK is encapsulated as defined in clause 5.6. In this case,T the 'initiating entity' shall be the initiating MC user who provides the first-to-answer response. and tThe initiating entity URI shall be the MC Service user ID of the initiating user who made the first-to-answer response. The receiving entity shall be the MC user who sends made the a first-to-answer requestresponse and is selected by the MCPTT server. The receiving entity URI shall be the MC Service user ID of the user who made sends the a first-to-answer requestresponse and is selected by the MCPTT server.  
The first-to-answer media plane shall be protected as for a private call. Clause 7.4.1 is applied to convert the PCK into the SRTP Master Key/Salt, and clause 7.5 is applied for the protection of the first-to-answer media.

[bookmark: _Toc3886198][bookmark: _Toc26797564][bookmark: _Toc35353409]7.2.4.3	First-to-answer call setup with security
Figure 7.2.4.31-1 below illustrates the first-to-answer call setup procedure with security.


Figure 7.2.4.31-1: First-to-answer call setup and key management
Steps 1 to 68.	First-to-answer call signalling occurs as defined in TS 23.379 [2]. These messages do not contain security-related key material.
7.	MCPTT user at MCPTT client 2 accepts the call, which causes the MCPTT client 2 to send a first-to-answer call response to the MCPTT server. Included in the response, is the PCK (PCK_1) encapsulated to the user associated with the initiating client, MCPTT client 1.  The PCK is then included in the SDP content of the response.
NOTE 1:	If the choice of initiator KMS (IDRkmsi) or receiver KMS (IDRkmsr) within the MIKEY message is unacceptable, a KMS Redirect Response may be returned to the responding client providing KMS information. In this case, the responding client may re-attempt the above procedures.
8.	The MCPTT server forwards the first-to-answer call response to MCPTT client 1 indicating that the MCPTT user at MCPTT client 2 has accepted the call. MCPTT client 1 extracts the PCK from the message.
Step 9.	  MCPTT client 1 receives the first-to-answer response and extracts the MCPTT ID of the selected target (MCPTT client 2).  MCPTT client 1 follows the private call setup procedures by encapsulating a PCK to the identity of MCPTT user 2 and providing the PCK to MCPTT client 2 in a MIKEY-SAKKE message.
Step 10.  The media plane for communication is now established and protected with the shared PCK.
Steps 10. MCPTT user at MCPTT client 3 accepts the call and sends a first-to-answer call response to the MCPTT server. MCPTT client 3 also includes an encapsulated PCK (PCK_2) in the response.
11. Since the first-to-answer call response from MCPTT client 2 has already been accepted, the MCPTT server sends a MCPTT first-to-answer call cancel request to MCPTT client 3. The encapsulated PCK provided by MCPTT client 3 (PCK_2) is discarded.
112-176.  First-to-answer call signalling occurs as defined in TS 23.379 [2]. These messages do not contain security-related key material.
[bookmark: _Toc3886199][bookmark: _Toc26797565][bookmark: _Toc35353410]7.2.4.2	VOID

7.2.4.3	VOID
7.2.4.4	First-to-answer media protectionVOID
The first-to-answer media plane shall be protected as for a private call. Clause 7.4.1 is applied to convert the PCK into the SRTP Master Key/Salt, and clause 7.5 is applied for the protection of the first-to-answer media.
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