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1
Decision/action requested

Approval of this pCR
2
References

[1]
3GPP TS 33.853 Study on User plane Integrity Protection
3
Rationale

Section 4 does not detail about the network options as they are defined in the introduction.  This section is being repurposed to give a background.
4
Detailed proposal
******************************      First Change    *******************************

4
Background Information


3GPP has reviewed the information provided by the GSMA regarding user plane integrity protection (UPIP) related attacks on 3GPP 4G and 5G networks.  Whilst these attacks are very difficult, require very skilled attackers to exploit them and are currently localised attacks based on false base stations, 3GPP is conscious that once such attacks are known, refinements and the development of tools for less skilled attacks usually follow.

Once attacks based on the lack of UPIP are reliably available, many types of attack, including attacks on UDP based services such as DNS and attacks on TLS setup messages, could lead to man in the middle attacks and exposure of user data. 

Comparable systems such as IEEE 802.11 already include UPIP as standard at all data rates; and as another point of comparison, earlier TLS cipher suites that allow encryption without integrity protection have almost all been subject to some form of attack. 
***********************     End of first change   ***********************



