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1
Decision/action requested

This pCR proposes to add clarification on the LCID.
2
Rationale

This pCR proposed to add security requirement on the unicast message protection on PC5 based on the agreement and  conclusion of TR33.836.
SA3 decided that LCID value is taken as the Bearer[0]-Bearer[4], which is the input of NIA/NEA. However, the LCID is 6 bits, while Bearer[0]-[4] is 5 bits, so the truncating of LCID is needed. Considering that if simply taking the 5 LSB of LCID, collision will happen. According to the running CR R2-2000235, the LCID is only allocated with 19 number. Thus the collision will not happen. 
Table 6.2.x-1 Values of LCID for SL-SCH(R2-2000235)
	Index
	LCID values

	0
	Reserved

	[1]
	SCCH carrying PC5-S signaling

	[2]
	SCCH carrying RRC signaling

	[3-18]
	Identity of the logical channel

	[19]
	Sidelink CSI Reporting

	[20]-62
	Reserved

	63
	Padding


Thus it is proposed to delete the following Editor’s Note in 5.3.3.1.5.2 and 5.3.3.1.5.3
Editor’s note: The exact mapping of LCID to Bearer is FFS.
3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TS33.536.
4
Reference
[1]
R2-2000235 Running CR to TS38.321 for 5G V2X with NR SL
********************** First Change ****************************

5.3.3.1.5
Protection of the NR PC5 unicast traffic 

5.3.3.1.5.1 
General  

Protection for the signalling and user plane data between the UEs is provided at the PDCP layer. As the security is not preserved through a drop of the connection, all signalling messages that need to be sent before security is established, may be sent with no protection. Once security is established all signalling messages are sent integrity protected and confidentiality protected with the chosen algorithms except the Direct Security Mode Command which is sent integrity protected only. 

Editor’s note: The exact messages that can be sent without security protection is FFS.

5.3.3.1.5.2 
Integrity protection 

UEs shall implement NIA0, 128-NIA1 and 128-NIA2 and may implement 128-NIA3 for integrity protection of the relevant bearers. The algorithm identifies from clause 5.11.1.2 of TS 33.501 [6] are reused for PC5-S, PC5-RRC, and PC5-U.

These integrity algorithms are as specified in TS 33.501 [6] and are used with the following modifications;

-
The key used is NRPIK;

-
Direction is set to 1 for direct link signalling transmitted by the UE that sent the Direct Security Mode Command for this security context and 0 otherwise;

-
Bearer[0] to Bearer[4] are set based on the 5 LSB of LCID;


-
COUNT[0] to COUNT[31] are filled with counter value. 
The receiving UE ensures that received protected signalling messages and user plane traffic that is integrity protected are not replayed.

5.3.3.1.5.3 
Confidentiality protection

UEs shall implement NEA0, 128-NEA1 and 128-NEA2 and may implement 128-NEA3 for ciphering of one-to-one traffic. The algorithm identifies from clause 5.11.1.1 of TS 33.501 [6] are reused for PC5-S, PC5-RRC, and PC5-U.

These ciphering algorithms are as specified in TS 33.501 [6] and are used with the following modifications;

-
The key used in NRPEK;

-
Direction is set as for integrity protection (see 5.3.3.1.5.2);

-
Bearer[0] to Bearer[4] are set based on the 5 LSB of LCID;


-
COUNT[0] to COUNT[31] are filled with counter value. 
********************** End of pCR********************
