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1
Decision/action requested

This contribution proposes some evaluation to solution #4.1 on protecting SQN in AKA re-synchronisations
2
References

[1]
TR 33.846 v0.4.0 
3
Rationale

This contribution proposes some additional evaluation of solution #4.1 on protecting SQN in AKA re-synchronisations. 
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1]. 
**** START OF CHANGES ****

6.4
Solutions on re-synchronisation in AKA

6.4.1
Solution #4.1: Using MACS as freshness in the calculation of AK

6.4.1.1
Introduction

This solution addresses the key issue #4.1.

6.4.1.2
Solution details

This solution adds MACS as an input parameter to the calculation of AK in the case of synchronisation failure for AKA. 

NOTE 1: As MACS is calculated using SQNMS, this ensures that a fresh input is used for the calculation of AK in a re-synchronistaion. 

NOTE 2: The use of MACS would be up to the operator as it is used in their HLR/HSS/ARPF and UISM. 

The calculation of the AUTS parameter for re-synchronistaion is described in clauses 6.3.3 and 6.3.5 of TS 33.102 [3]. In terms of the modifying that clause, this solution would require replacing the concealed value of the counter SQNMS, i.e. Conc(SQNMS), as follows; 

Conc(SQNMS) = SQNMS (  f5*K(RAND, [MAC-S])

and also modify the figure in clause 6.3.3 to the figure below.
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Figure 6.4.1.2-1: Modified construction of the parameter AUTS

6.4.1.3
Evaluation


The solution address the key issue by providing a fresh input to the calculation of AK to ensure that the same AK is not used to protected two different SQNs. 
This solution requires changing the USIM and the HSS/HLR/UDM. The change is essentially updating these to support a new authentication and key agreement algorithm, although in this case the change could be a small change to an existing algorithm.
The solution does not affect any entity between the USIM and home network. 

The solution is a deployment option for the home operator. 
Deploying this protects the use of AKA for all usage scenarios, e.g. it is not specific to 5G. 
Editor’s note: How the network determines whether to use legacy or new algorithm for legacy and new USIMs is FFS.
Editor’s note: Further evaluation is needed.
**** END OF CHANGES ****

