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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

NA
3
Rationale

This contribuiton proposes a solution on activating UP IP over eUTRA to EPC.
4
Detailed proposal

****** Start of Change ******
6.X
Solution #X: UE activating UP IP over eUTRA to EPC

6.X.1
Introduction

This solution addresses KI#2 (Secure negotiation of integrity protection support in EPS).This solution describes how the UE tells the eUTRA the support of UP IP, and how the eUTRA activates the UP IP with the UE.

6.X.2
Network options affected

- Option 1 - eUTRA with EPC

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT
6.X.3
Solution Description

In TS 33.401[3], UP encryption is activated after UE successfully verifies the integrity protection of the AS SMC message. This means that UP ciphering is always on for UE connects to EPC via eUTRA. But for activating UP IP in eUTRA when UE connects to EPC, the “always on” feature for UP integrity will consume a lot of resources and reduce the user experience. Therefore, the similar scheme as defined in TS 33.501[4] shall be introduced, which is the eUTRA will control whether the UP IP is activated or not. But due to the impact on EPC should be limited, which means the MME should not be mandatory to be upgraded to send the UP security policy to the eUTRA, so the eUTRA shall be based on its configuration to decide whether the UP IP is activated or not.

The eUTRA recongizes whether the UE supporting UP IP by reading the UE capability IE. As there are 4 reserved bits in UE capability IE, one of them can be used by the UE to indicate whether the UP IP is supported by this UE.

If the eUTRA finds the UE supporting UP IP feature and decides the UP IP shall be activated, then it will signal the UE in AS SMC.

The UE will activate the UP IP after successfully checks the integrity of AS SMC, and the eUTRA will activate the UP IP after sending the AS SMC.
6.X.4
Solution Evaluation
TBD
****** End of Change *******

