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1
Decision/action requested

It is requested to approve the key issue on protection of the long-term key during transfer out of UDR
2
References

N/A
3
Rationale

In case of separation of storage and functionality in, respectively, UDR and UDM/ARPF, there is a need to investigate solutions for the protection of sensitive credential data during transfer from UDR to UDM/ARPF. This contribution introduces a key issue focussing on the protection of the long-term key K during transfer from UDR to UDM/ARPF.
4
Detailed proposal

START OF CHANGE 1
6.x
Key Issue #<Y>: protection of long-term key during transfer out of UDR
6.x.1
Key issue details

In case the long-term key, which is part of the authentication subscription data needed to generate authentication vectors in the UDM/ARPF, is transferred out of the UDR to the UDM/ARPF, then this key needs to be protected during its transfer. This key issue addresses this need.
6.x.2
Security threats

If the long-term key can be modified during transfer out of the UDR to the UDM/ARPF, this can cause a DOS attack by generating invalid authentication vectors in the UDM/ARPF.
If the long-term key is obtained during transfer out of the UDR, then it can be used to access previously recorded communications.

6.x.3
Potential security requirements

The long-term key shall be protected during transfer out of the UDR against eavesdropping by unauthorized network elements and by unauthorized persons.

The long-term key shall be protected against modification during transfer out of the UDR.
END OF CHANGE 1
