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[bookmark: _Toc23347200]1	Decision/action requested
This document proposes the protection for SEAL interfaces for the new TS on SEAL TS 33.434. SA3 is kindly requested to approve this contribution.
[bookmark: _Toc23347201]2	References
[1]	S3-194627 TS skeleton for Security aspects of SEAL
[bookmark: _Toc20237239][bookmark: _Toc23347202]3	Rationale
[bookmark: _GoBack]As S3-194627 [1] proposes the skeleton for SEAL TS, it is proposed to approve this contribution for adding details on security protection for SEAL interfaces for the TS.
[bookmark: _Toc23347203]4	Detailed proposal

*****Start of Change*****
[bookmark: _Toc24385983]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>"
[A]	3GPP TS 23.434 Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows.
[B]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[C]	IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[D]	OpenID Connect 1.0: "OpenID Connect Core 1.0 incorporating errata set 1", http://openid.net/specs/openid-connect-core-1_0.html.
[E]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

*****Next Change*****
[bookmark: foreword][bookmark: introduction][bookmark: references][bookmark: definitions][bookmark: clause4]6.Y       Security for the SEAL interfaces
Editor’s Note: This clause will define security mechanism(s) for protecting the SEAL interfaces.
Editor’s note: Additional reference points and terminology (e.g. procedures and message names) need to align with stage-2 specification.
[bookmark: _Toc23347222]6.Y.1       SEAL-X1
As defined in TS 23.434 [A], the SEAL-X1 reference point, exists between the key management server and the group management server and shall use the HTTP-1 and HTTP-2 reference points and may use the HTTP-3 reference point for transport and routing of security related information to the group management server. The SEAL-X1 shall be protected using HTTP over TLS as defined in [B], [C] and [D]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [E], annex E.

6.Y.2       IM-UU
IM-UU reference point is used between the identity management client and the identity management server. The IM-UU between the Identity Management client and the Identity management server shall be protected using HTTP over TLS as defined in [B], [C] and [D]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [E], annex E.

6.Y.3       KM-UU and KM-S
The KM-UU and the KM-S are direct HTTP connections between the Key Management Server and Key Management Client and shall be protected using HTTP over TLS as defined in [B], [C] and [D]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [E], annex E.
.
[bookmark: historyclause] ***** End of Change*****

