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1
Decision/action requested

Agree on conclusion for TSC.
2
References

 TR 33.819
3
Rationale

Key issue 5.6.2 describes the potential threat against privacy because the UE sends the selected matching CAG ID in plain text over the air in its Registration Request message in reflection to 23.502 4.2.2.2 step 1: "The AN parameters shall include a CAG Identifier if the UE is accessing the NG-RAN using a CAG cell (see TS 23.501 [2] clause 5.30.3).". 
It is proposed to specify for CAG ID privacy protection that the CAG ID is never sent in the clear but in the non-clear part of the NAS message.
4
Detailed proposal

<< to the reader – clause 7 on Conclusions>>
***** Start of Change

7.2
Security for TSC 

For Key Issue #4.1 (Protection of interfaces that 5GS interact with TSN), solution #8 in clause 6.8 is selected for normative work, i.e. for authentication, a 5GS UE that is enabled to use TSC services [23.501] shall authenticate to the 5GS using the procedures as spefied in TS 33.501, clause 6.1.

For Key Issue #4.2 (UP security policy and TSC time synchronisation), solution #17 is selected, i.e. after the UE is authenticated and data connection is set up, any data received from a TSC bridge or another 5GS TSC-enabled UE shall be transported between DS-TT in the UE and NW-TT in the UPF in a protected way using the mechanisms for UP security as described in TS 33.501, clause 6.6. The SMF shall provide the UP security policy for a PDU session to the ng-eNB/gNB and set it to "required" for data transferred to a 5GS TSC-enabled UE. This is also applicable to the gPTP messages sent in the user plane.

***** End of Change
