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1
Decision/action requested

Approve the following changes to Section 6 of TR 33.848.
2
References

None.
3
Rationale

There are currently no Mitigations or Solutions in TR 33.848-040.  This document adds a solution on appropriate lock-down of infrastructure in a virtualized environment. This provides whole or partial solutions to Key Issues 2, 3, 4, 5 and 14.
4
Detailed proposal

6
Mitigations and Solutions
6.y
Lock-down of infrastructure
6.y.1
Introduction

To prevent enabling unnecessary attack vectors and to make it easier to monitor whether a network is behaving appropriately, the virtualisation layer is locked down so that only the necessary communications are possible.  In addition, service providers need to be able to maintain and patch the virtualisation layer and underlying hardware without impacting their core services to customers.
6.y.2
Solution details

Virtual workloads cannot directly access the physical hardware they are running on, and it is not possible to directly communicate between physical hosts other than data flows between virtual workloads. All interfaces on physical hosts are locked down to restrict access to trusted hosts, and there are no virtual span ports or hard-coded MAC addresses in the virtualisation fabric as these make it significantly harder to update and patch.  Virtualisation hosts only open the minimum number of ports required and all ports and services are locked down and managed.
Only hosts that have cryptographically attested to be in a good known running state can be provisioned into the network.
The virtualisation fabric can be updated without impacting the network functionality. This will give confidence that patches against security issues will be done in a timely manner. The virtualisation fabric is kept up to date (including firmware), to minimise security issues. It is possible to automatically update the virtualisation fabric, to minimise the time that the fabric is at risk if an issue is found
Virtualisation fabric security enforcing functions always encrypt data at rest, and in transit.

6.y.3
Evaluation

This solution addresses Key Issues 2, 3, 4, 5, and 14.
