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1. Overall Description:

SA3 thanks CT for the LS on SUCI computation from an NSI and would like to provide the following response.
CT Question 3 (to SA3): Are there any security concerns with having 2 subscriber identities (IMSI and NSI) on the same USIM application?
SA3 Response: 
In Rel-15, USIM is required to store the subscription credential(s) within the UE. In Rel-16, if the SNPN chooses to use AKA based authentication method for registration to SNPN, then the subscription credential(s) for AKA is required to be stored on the USIM. TS 33.501 defines subscription credential(s) as follows:
“subscription credential(s): The set of values in the USIM and in the home operator's network, consisting of at least the long-term key(s) and the subscription identifier SUPI, used to uniquely identify a subscription and to mutually authenticate the UE and 5G core network.”

As per the above definition, only one subscriber identifier SUPI can be present on the same USIM application. Using two SUPIs (IMSI and NSI) to identify the same subscription on the USIM application is not supported in the existing security mechanisms specified by SA3.
Furthermore, when AKA based method is used for authentication, IMSI needs to be stored on the USIM as many existing security mechanisms on the ME (e.g., SIM lock, IMS access using USIM, GBA) and the network need the IMSI. When the subscription identifier is needed in NAI format (e.g., NSI for registering with SNPN), the ME derives the NAI from the IMSI stored on the USIM. 
2. Actions:

To CT, SA1, SA2, CT1, CT6 group(s).

ACTION: 
SA3 kindly requests CT, SA1, SA2, CT1, CT6 to take the above into account.
3. Date of Next TSG-SA WG5 Meetings:

SA3#98
10 – 14 February 2020
Guangzhou, China

SA3#99
11 – 15 May 2020
Dubrovnik, Croatia
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