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1
Decision/action requested

This contribution proposes an evaluation of a solution for protecting IEs in the Direct Communication Request
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3
Rationale

Similarly to 5G NAS initial message, the Direct Communication Request cannot always be protected, e.g. the Direct Communication Request is sent such that several UEs may respond to it. The solution proposed in S3-194304 follows the ProSe (see [2]) in that the Direct Communication Request is never protected and the 5G initial NAS security (see [3]) in that the IEs not needed before security is established are not sent until security has been established. 
This contribution proposes an evaluation for this proposed solution. 
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1]. 
**** START OF CHANGES ****

6.Y.3
Evaluation

The solution provides security for the PC5 signalling by delaying the transmission of IEs from the Direct Communication Accept message until the PC5-S security has been established between the UEs, i.e. using the Direct Security Mode Complete message (or equivalent secured message that is sent once security has been established but before Direct Communication Accept message is sent). 

The solution does not add any additional messages between the UE but merely moves the IEs from one message to another. The solution is simpler that the initial NAS security protection accepted for 5G security (see TS 33.501 [8]) as there is no partial ciphering required as the solution follows ProSe (see TS 33.303 [6]) with no protection for the Direct Communication Request message.  

**** END OF CHANGES ****

�This is the evaluation for the solution in tdoc S3-194304





