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1	Decision/action requested
It is proposed to add the Ssecurity functional requirements deriving virtualisation and related test cases for GVNP of type 1 into clause 5.2.5.x.7.
2	Rationale
This contribution describes the security functional requirements deriving virtualisation and related test cases for GVNP of type 1 and adds these requirements into clause 5.2.5.x.7.
3	Detailed proposal
****************** Start of the change ******************
5.2.5.x.7  Security functional requirements deriving from virtualisation and related test cases
5.2.5.x.7.1 Security functional requirements on lifecycle management
Requirement Name: lifecycle management security
Requirement Description:
1) VNFM manages VNF lifecycle. When VNFM is compromised, VNF cannot identify there is a compromised VNFM and still implements the instruction of lifecycle management (e.g. scale-down, pause etc.) from VNFM. VNF shall log VNFM’s management operations for auditting.
2) VNF shall authenticate VNFM.
3) VNF shall authorize VNFM to access VNF’s API.
Editor’s note: The related test case will be added later. 
5.2.5.x.7.2 Security functional requirements on execution environment provision
Requirement Name: secure execution environment provision
Requirement Description:
The virtualisation layer provides the execution environment of the VNF. When the virtualisation layer is compromised, the VNF cannot identify there is a compromised virtualisation layer. The VNF shall log the operations from the virtualisation layer for auditting and also inform the resource states to the OAM. The OAM or administrator can check if the resource states of the VNF are correct and if there is an attack.
Note: The security of the virtualisation layer is a base of theVNF security. The operators should check whether their VNFs are runing on the trusted virtualisation layer.
Editor’s note: The related test case will be added later. 
****************** End of the change ******************

