3GPP TSG-SA WG3 Meeting #97 
S3-19xyza

Reno (US), 18-22 November 2019
revision of S3-19xabc 
Source:
Huawei, Hisilicon
Title:
Adding security requirements and principles 
Document for:
Approval
Agenda Item:
7.10
1
Decision/action requested

This document proposes to provide some security requirements and principles of AKMA.
2
References

NA
3
Rational
 The proposal suggests to clarify the specific security requirement and principles for AKMA including the network functionalities and key lifetime aspects.
4
Detailed proposal

***
BEGIN CHANGES
***

4.4
Security requirements and principles for AKMA

Editor’s Note: This clause needs further details. 
AAnF is introduced as the authentication anchor function to provide and generate key material used between UE and AF. 
AF shown in clause 4.1 in the present specification shall support AKMA services.

AUSF shall support to generate the anchor key KAKMA in case of AKMA services. The KAUSF is recommended to be used to derive the anchor key KAKMA. 
Both anchor keys and derived sub-keys shall be provided with a maximum lifetime to avoid frequent key refresh. Either end on AKMA interfaces shall allow for renegotiation of keys when key lifetime is expired.
***
END OF CHANGES
***
