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Agenda Item:
8.4
1 Decision/action requested 
This contribution proposes a conclusion for Key Issue #2 in TR 33.809.
2 References
3 Rational
SI protection using asymmetric key has many security issues:

· The solution cannot address replay attack if the FBS consequently replay the protected SIB from genuine gNB.

· The UE cannot access the network if the UTC time is out of sync with the network, because it is an input parameter of SIB integrity protection.
For solution 7, additional security issues include:

· Different gNBs in the same TAI share the same public and private key. It violates key separation principle.

· The UE may connect to the FBS if FBS forges a cell with TAI which has not provisioned the related public key.
So, there is no mechanism to prevent UE connecting to FBS. The only thing we can do is to prevent SIB from modification since SIB includes some important IEs, e.g. TimersAndConstants, useFullResumeID, cellAccessRelatedInfo, etc. It may address potential DoS or bidding-down attack.
So, it is proposed to recommend simple SI protection mechanism based on symmetric key as normative work for preventing IEs in the SI from modification by the attacker.
4 Detailed proposal
*************** Start of 1st Change ****************

7.X 
Key Issue 2: Security protection of system information
SI protection mechanism based on symmetric keys is recommended as normative work for preventing IEs in the SI from modification by the attacker.

NOTE: 
Prevent SIB from modification cannot avoid UEs connecting to the FBS, but it is beneficial to address potential DoS or bidding-down attack in case some feature in the SIB is modified.
*************** End of 1st Change ****************
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