3GPP TSG-SA3 Meeting #97 
S3-194068
Reno, US, 18 – 22 November 2019








Revision of S3-19xxxx
Source:
ZTE Corporation
Title:
Update of solution #12 in TR33.813
Document for:
Approval

Agenda Item:
8.5
1
Decision/action requested

This contribution proposes update to solution #12 of TR 33.813.
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Rationale

Solution #12 has following five Editor’s Notes: 

(1) Editor’s Note: It’s FFS how the RAN is able to select the allowed S-NSSAIs to particular AMF.
(2) Editor’s Note: It’s FFS how the home network control is performed.

(3) Editor’s Note: Details on which NFs are allocating the T-S-NSSAI are FFS.

(4) Editor’s Note: It’s FFS how effective the proposed solution with idle mobility.

(5) Editor’s Note: Idle mode mobility need to be addressed and solved.
Regarding Editor’s Note (1):
The NG-RAN obtains and stores a list of mapping of S-NSSAI and T-S-NSSAI supported by the PLMN from the AMF in a NG Setup Response during an NG Setup procedure. And UE is offered a a list of mapping of allowed S-NSSAI and T-S-NSSAI in registration procedure. If UE sends T-S-NSSAI in the registration request to NG-RAN to access a slice, NG-RAN will identify the allowed S-NSSAI based on the mapping of the NSSAI and the T-NSSAI in the NG-RAN, and select the AMF based on the allowed S-NSSAI.
Regarding Editor’s Note (2):
Temporary S-NSSAI does not change the mapping of this Allowed NSSAI to HPLMN S-NSSAIs, for each Access Type over which the UE is registered. Therefore, no new procedure is required to implement the home network control.
Regarding Editor’s Note (3):
In the CN, the AMF will be used to allocate the T-S-NSSAI. AMF generates a T-NSSAI based on a NSSAI and stores the mapping relationship between the NSSAI and the T-NSSAI in an AMF.
Regarding Editor’s Note (4) and (5):

In PLMN, AMF will be used to allocate the T-S-NSSAI, and NG-RAN gets and stores a list of mapping of S-NSSAI and T-S-NSSAI from AMF. Therefore, NG-RAN must provide resources for storage of the mapping of S-NSSAIs and T-S-NSSAIs. Meanwhile, because T-S-NSSAI needs to be updated according to predefined policies, certain update signal traffic will be generated in the system. In the situation of idle mobility, UE can directly access the slice through T-S-NSSAI if UE has the T-S-NSSAI supported by the current PLMN. When UE does not have the T-S-NSSAI supported by the current PLMN, UE need to initiate the registration procedure to get the mapping of the list of the allowed S-NSSAI and T-S-NSSAI of the current PLMN. According to the above analysis, in the situation of idle mobility, the introduction of T-S-NSSAI has little influence on the process of UE registration and accessing a slice except that AMF and NG-RAN need to allocate certain resources.
4
Detailed proposal

************************ Start of Changes ***************************
7.12
Solution #12 Privacy protection of NSSAI
7.12.1
Introduction

This solution addresses the Key Issue #6 Confidentiality protection of NSSAI and home control.

This solution is based on the notion of temporary S-NSSAI (T-S-NSSAI) as in solution #8. In this solution, the AMF generates the T-S-NSSAIs based on the S-NSSAIs supported by the PLMN and stores the list of mapping between the S-NSSAIs and the T-S-NSSAI in the AMF. The NG-RAN gets and stores a list of mapping of S-NSSAI and T-S-NSSAI supported by the PLMN from the AMF in a NG Setup Response during an NG Setup procedure. UE are offered a temporary NSSAIs (T-S-NSSAIs) instead of cleartext S-NSSAIs in registration procedure. After that, to preserve the privacy, when UE use the T-S-NSSAI to access the slice, AMF will generate a new T-S-NSSAI for the allowed S-NSSAI and allocate for the UE.
The T-S-NSSAI needs to be updated based on predefined policies when it is used to ensure the privacy.
7.12.2

Solution details

Figure 7.12.2-1 illustrates this solution










Figure 7.12.2-1: Privacy protection of NSSAI
0. The AMF generates the T-S-NSSAIs based on the S-NSSAIs supported by the PLMN and stores the list of mapping of the S-NSSAIs and the T-S-NSSAI in the AMF.
1.
The UE has registered successfully to a PLMN and 5G NAS security context has been created, and NG-RAN gets and stores a list of mapping of S-NSSAI and T-S-NSSAI supported by the PLMN from the AMF in a NG Setup Response during an NG Setup procedure . 

2.
In the registration procedure, AMF identifies T-S-NSSAIs according to allowed S-NSSAIs based on the mapping of S-NSSAIs and T-S-NSSAIs. Then, AMF obtains the {allowed S-NSSAIs, T-S-NSSAIs} tuple.

3.
In the registration/service accept message, {allowed S-NSSAIs, T-S-NSSAIs} tuple will be sent to UE instead of cleartext S-NSSAIs. 

4.
In a slice registration request message, UE transmits T-S-NSSAI to NG-RAN, NG-RAN identigy the allowed S-NSSAI from the T-S-NSSAI based on the mapping of the NSSAI and T-NSSAI in the NG-RAN, and select the target AMF.
5. 
AMF calculates a new T-S-NSSAI according to the allowed S-NSSAI based on the predefined policies. Then AMF cancel the old T-S-NASSAI, and stores the {allowed S-NSSAI, new T-S-NSSAI} tuple.
6.
In the Slice registration Accept message, the new T-S-NSSAI will be sent to UE. 
7. AMF indicate NG-RAN to update the stored mapping of NSSAI and old T-NSSAI with the new mapping of  NSSAI and new T-NSSAI.





7.12.3
Evaluation 

The solution #12 addresses the key issue #6, the solution introduce a notion of temporary T-S-NSSAI similar as introduced in existing Solution #8. The AMF generates the T-S-NSSAIs based on the S-NSSAIs supported by the PLMN and stores the list of mapping between the S-NSSAIs and the T-S-NSSAI in the AMF. The NG-RAN gets and stores a list of mapping of S-NSSAI and T-S-NSSAI supported by the PLMN from the AMF. The UE gets and maintains a list of mapping between allowed S-NSSAIs and T-S-NSSAIs. The T-S-NSSAI will be updated based on the predefined policies when it is used, and accordingly the allowed S-NSSAI and T-S-NSSAI mapping relationship will also be updated. This solution will allow UE to use the updated T-S-NSSAI based on the predefined policies, thus achieving enhanced privacy protection.
************************************ End of Changes ********************************
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1.Registration has been performed successfully and 5G NAS established. NG-RAN gets and stores a list of mapping of S-NSSAI and T-S-NSSAI supported by the PLMN 





2. AllocateIdentify the T-S-NASSAIs for allowed S-NSSAIs for the UE. StoreObtains the {allowed S-NSSAIs,T-S-NSSAIs}tuple.





3.Registration accept.({allowed S-NSSAIs,  T-S-NSSAIs}tuple...)





4. Slice Registration Request(T-S-NSSAI).NG-RAN identigy the allowed S-NSSAI from the T-S-NSSAI and select the target AMF.
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5. Restore the allowed S-NSSAI from T-S-NSSAI. Generate and allocate the new T-S-NASSAI for the allowed S-NSSAI for the UE based on predefined policies. Cancel the old T-S-NSSAI. Store the {allowed S-NSSAI, new T-S-NSSAI }tuple.








6. Slice Registration Accept({allowed S-NSSAI, new T-S-NSSAI}tuple...)





7. Indicate NG-RAN to update the mapping of NSSAI and old T-NSSAI with the new mapping of  NSSAI and new T-NSSAI.








