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1
Decision/action requested

Approve the proposed text below for clause x.2
2
References

1. S3-193738 eNS living CR
3
Rationale

In the Conference call on Network Slicing there was proposal of moving the initial authentication steps to clause X.2 and X.3 to describe only the Slice specific authentication and authorization on the lines of SA2 call flow. This will give a complete picture of the default authentication for network slices during primary authentication and the optional slice specific authentication.
4
Detailed proposal

The changes shown below are w.r.t the call flow and steps agreed in the last SA3.

************************************** start of changes *****************************************

x
Security procedures for network slices

x.x.1 General

This clause specifies the security procedures for network slices.

x.x.2 Authorization for network slice access

Editor’s Note: The text in this clause needs to be revised to capture the following three ordered points; 

Firstly, that a successful primary authentication to gain access to the network is a pre-requisite for authorisation for a slice, 

Secondly, the authorisation information for the UE for accessing a slice is downloaded from the UDM to the AMF and 

finally, the downloaded authorisation for a slice indicates whether a slice authentication is required in addition to the primary authentication.
A UE shall be authenticated and authorized for accessing network slices.  During the primary authentication of the UE, UDM performs a default authentication and authorization for the network slices. At the end of a successful primary authentication of the UE, the S-NSSAIs of the network slices which the UE is authorized for services are returned to the SEAF/AMF as allowed S-NSSAIs for the UE.  The UE and the AMF shall maintain the list of allowed S-NSSAIs as part of their respective context. UE shall be allowed to access the network slices indicated by the list of allowed S-NSSAI. 

A call flow for the default network slice authentication and authorization during primary authentication is given below.
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Figure X-1: Default authorization for network slice access


Step 1: UE sends Registration Request to the network. UE shall include the list of S-NSSAIs corresponding to the network slices that it is interested in to get authenticated and authorized for access and service,  (see TS 23.501[2], clause 5.15.5.2.1 and TS 23.502[8], clause 4.2.2.2.2).

Step 2: If the UE is not already authenticated, the UE and the network shall perform primary authentication of the UE, by either using the 5G AKA procedure or EAP-AKA’ procedure (see clause 6.1 of this specification). 

Step 3: After a successful primary authentication, the AMF shall have a list of allowed S-NSSAIs for the UE in the AMF from the AUSF based on the subscription information available in the UDM. 

Step 4: The AMF shall store the list allowed NSSAIs for the UE and allow the UE to connect to the network slices only based on this allowed list.

Step 5: The AMF shall send Registration Accept message to the UE. Based on the subscription information received from the UDM/AUSF, the message shall contain the list of allowed S-NSSAIs which do not require further slice specific authentication and authorization. 

Step 6: UE shall send Registration Complete message, indicating the successful completion of primary authentication.

If the UE had indicated its support for Network Slice Specific Authentication and Authorization (NSSAA) procedure in the UE MM Core Network Capability in Registration Request in step1, based on the subscription information received from AUSF/UDM, the AMF initiates NSSAA   for all the slices that require NSSAA. The EAP based authentication is performed over secure transport messages for the NSSAA procedure as described in clause x.x.3 of this specification.

     ******************************** End of changes *************************************

�Modified this call flow, added allowed S-NSSAI at the end of primary authentication, and removed slice specific authentication at step5, since x.3 will specifically describe this.


�Re-wrote for a the default authentication and authorization during the primary authentication. Retained the references to the SA2 23.501 and 23.502 clauses.





