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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· This contribution proposes explicit potential requirements for to harden the 3GPP NFV MANO from single point of failures and attacks.
4
Detailed proposal

5.23
Key Issue 22: MANO Single Point of Failures

5.23.3
Potential security requirements

Solutions to key issue 22 should increase assurance that virtualized 3GPP NFs are protected from being attacked via MANO system compromised by attackers. Solutions to this requirement need to be defined both inside and outside 3GPP.
The NFV Management and Orchestration function should be deployed in such as way as to provide isolation and redundancy (e.g., pooled, distributed, or with hot backup(s)) to increase the resiliency and defense against a single-point of failure and attack.   3GPP MANO functions should include internal “health checks” to detect potential intrusion and take protective action.
