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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· This contribution proposes explicit potential requirements for the 3GPP network to increase data protection by controlling the host(s) that can encrypt/decrypt data and prevent/detect unauthorized data access and manipulation.
4
Detailed proposal

5.16
Key Issue 15: Encrypted Data Processing

5.16.3
Potential security requirements

Sensitive data should only be decrypted or handled in an unencrypted format in VNFs on trusted and well-known hosts.  Solutions to enable this requirement potentially required both inside and outside 3GPP.

It shall be possible to control whether untrusted or lower trusted VNFs are allowed to run on the same host as VNFs in a higher trust domain. Solutions to enable this requirement potentially required both inside and outside 3GPP.

It shall be possible to further restrict VNFs on a single host depending on whether they handle decrypted sensitive data.  Solutions to enable this requirement potentially required both inside and outside 3GPP.

These controls should be verified by secure hardware backed attestation of the health and security of the host.  Controls should be verified and enforced at boot time and each time a function is migrated. Solutions to enable this requirement potentially required both inside and outside 3GPP.
The 3GPP network (e.g., NFV Management and Orchestration Function) should manage which host(s) process (i.e., encrypt, decrypt) data to ensure data protection.
The 3GPP network (e.g., NFV Management and Orchestration Function) should prevent and detect unauthorized/unintended data manipulation and leakage (e.g., modification of VNF images, instantiating parallel VM(s) on same physical CPU). 
