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1
Decision/action requested

Approve the proposed PCR to TR 33.836
2
References

3
Rationale

This contribution updates the evaluation for the Solution #1 and aims at resolving the following EN:

Editor’s Note: Security comparison with SA2 solution for link layer is FFS.
4
Detailed proposal

*********************************************** Start of Changes ************************

6.1.3
Evaluation

Solution #1 fully addresses requirements from Key Issue #1: Privacy protection for unicast messages over PC5. 

This solution mitigates the trackability and linkability attacks by enabling both participating UEs to update their L2 IDs and the Kd session ID simultaneously. It also allows the participating UEs to avoid the indirect association between the previously used L2 identifier and the Kd session ID with L2 ID of its peer UE.


L2 ID tracking is possible since the source and destination L2 IDs, which identify a PC5 unicast communication, are sent as cleartext with each PC5 message. In addition, the security (i.e., confidentiality and integrity protection) handled at the PDCP layer is using a Kd session ID that is also sent in cleartext in the PDCP header of each PC5 message. 

Per Clause 6.1.1, a privacy protection mechanism for long duration unicast communication over PC5 is needed to avoid L2 ID tracking.

However, the existing procedure adopted in TS 23.287 [4] (i.e., Link Identifier Update procedure) is enabling only one of the participating UEs to change its L2 ID at a time. Therefore, the existing procedure does not mitigate trackability and linkability attacks from an eavesdropper who can follow the Link Identifier Update procedure and link the old source L2 ID with the new source L2 ID of a participating UE, by passively observing the Kd session ID and/or the destination L2 ID which are left unchanged and exchanged in cleartext before, during, and after the L2 ID update procedure. 
In contrast with the existing Stage 2 procedure, the proposed Solution #1 mitigates the trackability and linkability attacks by enabling both participating UEs to update their L2 IDs and the Kd session ID simultaneously.
*************************************************** End of changes ******************************
