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1
Decision/action requested

Approve the proposed solution in TR 33.836
2
References

3
Rationale

This contribution updates the evaluation for the solution #2 and aims at resolving the following EN:

Editor’s Note: Justification for the differences with SA2 call flows is FFS.
4
Detailed proposal

*********************************************** Start of Changes ************************

6.2.3
Evaluation

Solution #2 fully addresses key issue #2: Security for eV2X unicast messages over PC5 requirements.

This solution ensures that a different security context is established for each peer UE during the V2X unicast link establishment using the V2X Service-oriented method.


The V2X Service-oriented method adopted in TS 23.287 [4] combines the Discovery procedure, i.e., advertisement of supported V2X services, with the establishment of a unicast link. Using this method, the DCR message, which is the first message sent during the Unicast Link Establishment procedure, is used by a UE to announce the V2X service it supports and, at the same time, to initiate the establishment of a unicast link. Note that the DCR message is broadcasted instead of being sent to a specific UE.

As described in clause 6.2.1, the DCR message is associated with a unique security context identifier which is allocated in the initiating UE. The UEs interested in the announced V2X service proceed with the Unicast Link Establishment procedure by replying to the received DCR message. This is problematic since all responding UEs get associated to the same security context in the initiating UE. Therefore, current V2X Service-oriented method does not allow the initiating UE to establish a different security context for each peer UE and, consequently, cannot address first requirement of KI#2.

The problem at hand stems from the combination of the Discovery and Unicast Link Establishment procedures. To remedy this problem, the Solution #2 decouples these two procedures by using the existing initial DCR message for initiating the Discovery procedure and using a second DCR "reply" message to proceed with the Unicast Link Establishment procedure for the responding UEs. By using this solution, the initiating UE is able to establish a different security context for each peer UE when receiving a DCR "reply" message.
*************************************************** End of changes ******************************
