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Draft Recommendation ITU-T X.nsom-sec
[bookmark: _GoBack]Security requirements and architecture for network slice orchestration and management
Summary
Mobile communication has enriched people’s lives. In the future there is no reason to doubt that mobile communication will continue to develop, reaching segments of the industry such as automotive, manufacturing, logistics, energy, as well as sectors such as financial, healthcare and others that are not currently fully exploiting the potential of mobile services. However, above various applications have different requirements. Some applications may require ultra-reliable communication, whereas others may require ultra-high-bandwidth communication or extremely low latency. So, network slice is introduced to offer a different mix of capabilities to meet all these diverse requirements at the same time.
With network slicing, various types of users/customers can enjoy connectivity and data processing tailored to their specific requirements (e.g., data speed, quality, latency, reliability, security, and services) that adhere to a Service Level Agreement (SLA) agreed with the communication service providers. However, there are some challenges for implementing full-scale end-to-end network slicing deployments for consumer, business and government segments, for example, end-to-end precision slicing, network slices reliability, network slices scalability, and network slice lifecycle management. One of the most important challenges is network slice security, which is beginning to receive attention from academia and industry.
[3GPP TS33.501] defines management security for network slices (e.g., authentication, authorization, integrity protection, and confidentiality protection for the interface between the management service producer and the management service consumer). 3GPP [TR33.813] defines network slice specific authentication and authorization, data confidentiality and integrity, user identification privacy and inter-slice security isolation. [3GPP TR33.811] defines security for network slice management exposure interface and integrity protection of NSST (Network Slice Subnet Template).
In order to enable implementing full-scale end-to-end network slicing deployments for consumer, business and government segments, this recommendation is to specify security requirements and architecture for network slice orchestration and management.
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Introduction
<Optional – This clause should appear only if it contains information different from that in Scope and Summary>
1	Scope
In order to enable implementing full-scale end-to-end network slicing deployments for consumer, business and government segments, this recommendation is:
· to define security requirements for network slice orchestration, and to define security requirements for network slice management;
· to define mechanisms to secure network slice orchestration;
· to design an architecture for network slice security orchestration to provide end-to-end customized security services;
· to design an architecture for tamper-proof network slice management data access control in order to make network slice management data traceable, verifiable and immutable, as well as to guarantee that only authorized data consumer can access network slice management data based on fine-grained access control policy.

2	References
The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
[ITU-T Y.3111]	Recommendation ITU-T Y.3111 (09/2017), IMT-2020 network management and orchestration framework.
3	Definitions
<Check in the ITU-T terms and definitions database at www.itu.int/go/terminology-database whether the term has already been defined in another Recommendation. It would be more consistent to refer to such a definition rather than to redefine the term>
3.1	Terms defined elsewhere
<Normally, terms defined elsewhere will simply refer to the defining document. In certain cases, it may be desirable to quote the definition to allow for a stand-alone document>
This Recommendation uses the following terms defined elsewhere:
3.1.1	<Term 1> [Reference]: <optional quoted definition>.
3.1.2	<Term 2> [Reference]: <optional quoted definition>.
3.2	Terms defined in this Recommendation
This Recommendation defines the following terms:
3.2.1	<Term 3>: <definition>.
4	Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
<abbr>	<expansion>
<Include all abbreviations and acronyms used in this Recommendation>
5	Conventions
None.
6	Security requirements for network slice orchestration

7	Security requirements for network slice management

8	Mechanisms to secure network slice orchestration


9	Architecture for network slice security orchestration


10	Architecture for tamper-proof network slice management data access control
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<Annex Title>
(This annex forms an integral part of this Recommendation.)
<Body of annex A>
Appendix I

<Appendix Title>
(This appendix does not form an integral part of this Recommendation.)

<Body of appendix I>
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