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Agenda Item:
8.4
1 Decision/action requested 
This contribution addresses EN in solution 6 and solution 18.
2 References
3 Rational
The contributions addresses EN “The solution does not mitigate dumb radio repeater attacks.”, and adds rationale to the evaluation part.
4 Detailed proposal
*************** Start of 1st Change ****************
6.6.3
Evaluation

The solution addresses Key Issue #3 to avoid the UE connecting to FBS during Handover procedure.

CSI-RS is used for the UE to do measurement, it is a UE specific parameter which is assigned by the target RAN, and is different for each UE. In the solution, CSI-RS is provided to the UE in a ciphered and integrity protected RRC Measurement Task message, so, the FBS cannot know this parameter, and cannot forge the right CSI-RS. Thus, the UE will measure true signalling of the target RAN, and will not initiate wrong HO caused by forged cell of FBS.
It is possible that attacker triggers a radio repeater attack, however, since CSI-RS is UE specific and it is integrity protected and ciphered, the attacker cannot know the specific CSI-RS, so the attacker may prepare resources for all of the CSI-RS in order to cheat the UE. That will be a huge overhead for the attacker, and it will significantly increase attack cost.
The solution requires new signalling overhead before Handover, but it can be configured on-demand. If the RAN suspects that there is FBS, then, the feature is on. If not, the feature can be off.


Editor’s Note:
Further evaluation is ffs based on RAN2 Feedback is needed.
*************** End of 1st Change ****************
*************** Start of 2nd Change ****************
6.18.3
Evaluation 

The solution addresses Key Issue #3 to avoid the UE connecting to FBS during Conditional Handover procedure.

CSI-RS is used for the UE to do measurement, it is a UE specific parameter which is assigned by the target RAN, and is different for each UE. In the solution, CSI-RS is provided to the UE in a ciphered and integrity protected RRC Reconfiguration message, so, the FBS cannot know this parameter, and cannot forge the right CSI-RS. Thus, the UE will measure true signalling of the target RAN, and will not initiate wrong HO caused by forged cell of FBS.
It is possible that attacker triggers a radio repeater attack, however, since CSI-RS is UE specific and it is integrity protected and ciphered, the attacker cannot know the specific CSI-RS, so the attacker may prepare resources for all of the CSI-RS in order to cheat the UE. That will be a huge overhead for the attacker, and it will significantly increase attack cost.
The solution reuses agreed conditional handover procedure, and requires new signalling overhead. Only new IEs are added, so, the impact is small, and the feature can be always turned on.


Editor’s Note:
Further evaluation is ffs based on RAN2 Feedback is needed.
*************** End of 2nd Change ****************
3GPP


